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Introduction

* Desirable properties for voting protocols — Eligibility,

Anonymity, Fairness, Receipt-Freeness etc.
* Anonymity — voter-vote relationship should be secret.
* Veritying properties: symbolically model, check for logical Haws.

* We present a system which makes verification for anonymity

easier. Running example: FOO protocol.

DY83: Dolev, D;; Yao, A. C. (1983), "On the security of public key protocols’, IEEE Transactions on Information Theory, I'T-29: 198-208.



FOO Voting Protocol

& Bropiied b Bulis Ot snd O 1952 o0
% Voter contacts admin, who checks voters id and authenticates.
* Authenticated voter then sends vote anonymously to collector.
* Admin should not know vote, collector should not know id.

¥ Terms’only model ensures this via blind signatures.

FOO92: Fujioka, A; Okamoto, T.; Ohta, K. (1992), A Practical Secret Voting Scheme for Large Scale Elections’, Advances in Cryptology —
AUSCRYPT '92,244-251.



'FOO Protocol: Terms-Only
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FOO Protocol: What We Want

VoA : (v, "V wants to vote with this term, an enc of valid vote”

A =V :  Viseligible and wants to vote with the term shown earlier”

Yo 6 Wik, “Some eligible agent was authorised by A to vote with

a valid vote, this term is a re-enc of that same vote.”

A does not have to modify V's term (which contains the vote)

in order to certify it!




~ FOO Protocol: Assertions
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FOO Protocol: Assertions

/— Can see structure! Both x, r visible

ViAo {v}rA, V says {Elx, v {x}r = {V}rA /\ Valid(x)}

e AV \ ___INo structure available! Just some bitstring

Vsbao o




EOO Protocol: Assertions

Vi A o {v}rA, Vsays {Elx, Y. {x},, = {V}TA /\ Valid(X)}

A—>V : Asays [elg(V) Avoted(V, {v},,)
A VS(/I_’)/S {Elx7 F A {X}r S {V}VA 74\ Valld(JC)}]
Vo



L oAvd, W Vsaysdde s ixl = vt Avalidix) )

: A says [elg(V) Avoted(V, {v},,)

AV sapsiaxiri izt =qnt A valid(x)}]
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AXKsays e iat. =4
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o * Term algebraQ ti:m | _ t1, t2 ) | {t}k =

. ’ * Intruder I can block replay forge terms— but not -

- break encryptlon Essentlally the network. o .

. '7 * Senc / recelve by ‘an agent govemed by derivability -

chea;(s, :
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Dolev-Yao Model
% Cons1der a communicated proof that a term is the ¢ encryption of one of
two constants Also encoded as a term, needs complex primitives'
* [ogical content of siich térfs ot immediately evident from description. '
% Use"zkp primitive [BMUO0S]: o teadable, but no logical e

% From (v =i e l) and (v = b 2) agent shouldbe able to

derive oz O Imposs1ble With zkp terms

¥ Our.extension to theDQleV‘Yao mo.deladdresses these p'roblems. : |

¥ BMUOS: Backes, M, Hritcti C; Maffei, M. (2008)3“Type—checking:zero.—knowledge': Proceedings of ACM CCS ‘08, 357—370.



Enter Assertions
- * Can now send “assertions” — capture basic facts about .
' terms and commumcauons and allow loglcal mference

over such facﬁ’ts [RSSl4]

% Important addltlon ex1§tentlal quantlﬁer - hldes

W1tnesses for partlal knowledge proofs
t1 t2|(x1vocz‘oc1/\ocg\3xoc(x)|msaysoc|

RSS 14:; Ramanujam R Sundararajan, Vi Suresh, S. P. (20 14),“Extending Dolev-Yao with Aséértions’; Proceedings of I CISS'14,50-68.



~ Assertions: A®tions

* Imphatly trué’ced model guarantees only true

o '_ assertions are commumcated — via TTP or translatlonf .

mto ZKPS

%I(e Intruder is agam the network can block replay But . -

“cannot forge assertlons in general o says a, for e

- - example can OIlly be sent by agent w1th A S secret key = -



AssertiOnSI A&i()ns .

" Agents can send and 1 receive assertions (enablmg

cond1t10ns 51mllar to those for terms) |

* Can branch based on assertlons conﬁrm and deny

acﬁhons Also enabled by derwablhty checks

* Can adc H€W ElSS€I’ thIlS tO ﬁat€ 1HS€I‘ L acfhon IIlt€I’ nal G

. aé’clon § aec1ﬁed by protocol descrlptlon



Vis o a e
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V> A

A A

Voo O

s L ax e Ll e e Avalida)
deny dx : voted(V, x)

A says

:elg(V) /\ VOted(V, {V}rA)

A Vgays {Elx, ¥ {x}r = {V}rA A Valid(x)}]

: {V}TC)rC7
JX 9.8

: {A says [elg(X) A voted(X, {y}:)

A says i A v it = gl
A Valid(x)}]
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V> A

e

V.o O

s L ax e Ll e e Avalida)
deny dx : voted(V, x)

insert voted(V, {v},,)

A says [elg(V) A voted(V,{v},, )

A V_;ays {Elx, ¥ {x}r = {V}rA A Valid(x)}]

4 {V}TC?rC7

X Y s {A says [elg(X) A voted(Xa {)’}s)

AXsays i (k) =1y}
A Valid(x)}]
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X: set of terms
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Assertion derivation system: Key Rules



% WanoandlseFOOforanonymity.

~* Runs need to satisty following prerequisites.

i - ',‘ At leaé’[‘ tWO VOtCrSVO' and “[1;21t leaé’t tWO Candidates‘o.and 1

~+ Allvoter-admin messages precede voter-colletorones. =~

~+ Mostpowerfulinvuder — controls admin A and ollector C.



Anonymity: (Almost) Definiion

i . We Say that aprotocol Prsatisﬁ€s anonymity lf " .

L B 00Ot

S o (10 'anda((), s .

- such that the two runs are intruder-indigtinguishable.

| (i) session: Vivotesforj |



oerde Indiingshablc

o Want I to not be able o dlsf’cmgulsh between runs w1th Soa

dlﬁerent Votes .

o Two runs are zntmder mdzﬂmguzskable as long asI .

draws exaé’dy the same conclusmns L, derlves the : e

“same terms and “same” assertions, mbOth a0



e i

v p p two runs of a protocol

U terms communicated in ' acfhon in p and p reé})eé’clvely

L o X q)) { X (D ) re§peéhve s,ocates of I at the end of the runs.

. il We say that p and p are I mdlé’cmgmshable (denoted p ~1 . ) }
. | e 1ffor all .
o assertiens 'oc( X) and all sequences u and U of matchmg acftlons o

ch - o ) lff X0 r oc( B



Anonymity: Analysis o FOO

 ' V* V — A Voter 1d is pubhc vote encrypted VS“)’S

L assertlon quantlﬁes out Value of Vote .

o * V ) C vote revealed but sent anonymously

EX1§tentlal assertlon hldes Voter S 1d

o * Intultlvely no way . the mtruder to hnk the Voter S 1d .

' to thelr Vote (no =0 p0551ble) FOO satlsﬁes anonymlty o



Conclusions & Furure Work

% Presented anew ramework that sends assertlons along Wlth

: terms Analyzed DOO protocol for anonymlty

- * Passwe mtruder problem (checkmgX D ) coNP

| complete Wlthout quantlﬁers Need to pm down complex1ty ‘

o Wlth quantlﬁers
” ‘*'Formali'zefother propefties, integrate into tools for automation.

 * Translation between terms-only and assertions-based protocols.






