Communicating assertions in security protocols: formal
models and complexity”

R. Ramanujam®, Vaishnavi Sundararajant?, and S. P. Suresht?

1 The Institute of Mathematical Sciences
Chennai, India
jam@imsc.res.in

2  Chennai Mathematical Institute
Chennai, India
{vaishnavi, spsuresh}@cmi.ac.in

——— Abstract

Cryptographic protocols often have agents sending each other certain facts certifying partial truths
about terms - for example, an agent may wish to tell another that an encrypted secret was actually
chosen from a particular set of values. In protocols based on the Dolev-Yao model, such certification is
often modelled via sequences of communication, or by introducing new cryptographic primitives. We
suggest that a separation of terms and assertions helps towards simplifying the logical analysis of such
protocols. We work with a simple assertion language using disjunction (to model partial information
certificates), and a says modality (to model assertions forwarded by agents to others). We study the
complexity of the derivability problem, and also study the assertion language when augmented with
other reasonable constructs.
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1 Introduction

1.1 Certificates in security protocols

A fairly common feature of cryptographic protocols is the communication of facts about terms
occurring in the protocol. Protocols involving interactive proofs, for example, often require agents
to certify that the terms they send to other agents possess certain properties [21]. Yet another
scenario that illustrates the use of such certification, or assertions is in e-voting protocols [8, 16,
20, 26]. Consider the following situation, which is quite common in voting. Agent A encrypts her
vote v and sends it to B, along with an assertion that the vote is valid, i.e. v takes on one of a few
(pre-specified) values. It should not be possible for B to forward this encrypted vote to someone
else, and convince the receiver of its being valid, since a proof of validity might (and almost always
will) require B to have access to the vote v (refer to [32] for more examples of this kind). Commonly
used protocols which employ certificates which may only be verified but not forwarded include TLS
and HTTPS, and therefore a robust and effective way of formally modelling such certification is
necessary.

There are many well-established ways to model security protocols in an abstract manner. Pos-
sibly the most famous among these is the Dolev-Yao model [17]. This model views terms as ele-
ments in a term algebra, and allows encryption and pairing as basic operations to create new terms
via a standard set of derivation rules (given in Figure 1). The intruder can see any messages that
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are sent on the channel, and pass along messages it can generate in any agent’s name, but cannot
break encryption - this is the perfect encryption assumption. In the real world, where encryption is
often randomized or based on public-key infrastructure, but private channels are cost-intensive,
this is a reasonable assumption of the intruder’s abilities. In the thirty years since it was proposed,
the Dolev-Yao model has been extended with various cryptographic operations like homomorphic
encryption, blind signatures etc. [26, 8, 16] which are relevant to the protocol’s application area -
and therefore it does not require a great stretch of imagination to believe that there might be a way
to imbue this model with the power of certification.

However, one important aspect of the Dolev-Yao model (which is preserved across all these
extensions with cryptographic operations) is that agents ‘own’ any messages which they have re-
ceived. Suppose agent A sends to B a term {t} where k is not known to B. The Dolev-Yao model
allows B to forward this term to C in its own name, even though B has no idea what t is. Thus,
the model treats terms as tokens that can be copied and passed along by the recipients in their
own names. Clearly this model will not work with certificates, where we wish to preserve origin

information.
—ax
XU{th-t
XFt XFt, X (ti,t2)
——— pair —— split
XF (ty,t2) XEFt;
XFt XkFk XF{th Xk inv(k)
—_——enc dec
X {th Xkt

Figure 1 The Dolev-Yao derivation system

Here are a few ways in which the Dolev-Yao model is modified to handle certification.

In some simple cases, one need not explicitly model assertions in the protocol at all, and instead
rely on the conventions and features of the framework itself. Examples would be to certify the
goodness of keys, freshness of nonces etc [11].

In other cases, one uses cryptographic devices like zero knowledge proofs [21], bit-commitment
schemes [27, 6, 25] etc. to make partial secrecy assertions. For example, a voter V might post
an encrypted vote {v}y along with a zero knowledge proof that v is either o or 1. This allows
an authority to check that the voter and the vote are legitimate, without needing to know the
actual value of the vote.

For some assertions, one could use ad hoc conventions specific to a protocol. For instance, a
term that models an assertion o might be paired (or tagged) with the agent name S to signify
that S generated (and therefore owns) the assertion o [11].

However, it often proves to be the case that ad hoc methods do not hold up well under composi-
tion of protocols. Zero knowledge proofs or bit-commitment schemes are implemented as multiple
sequences of communicated messages, and are therefore hard to ‘see’ as assertions of the facts that
they are certifying. Neither of these methods, therefore, allows us to structure the protocol in a
readable manner.
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1.2 Our model

We propose a new extension to the Dolev-Yao model in which agents have the ability to communic-
ate assertions explicitly, rather than via any encoding. The fact that certification can be expressed
in the Dolev-Yao model via various methods of translation suggests that this ability does not add
any expressive power. However, treating data and assertions as different abstract objects gives sig-
nificant flexibility for formal specification and reasoning about such protocols. In fact, the need
for formal methods in security protocols goes beyond verification and includes ways of structur-
ing protocols [1, 2], and a syntactic separation of the term algebra and an associated language of
assertions should be seen in this light.

Note that our assertions are in the spirit of [3], where the zk primitive encapsulates a zero-
knowledge proof, in that the implementation for the assertion might have a zero-knowledge proof
of the fact. However, the abstraction in [3] treats a zk term as part of the term algebra, whereas our
model introduces a different algebra altogether whose elements are the assertions. Our assertion
language is inspired by the language of patterns used in [7], which considers a model where each
term is tagged with an abstract pattern to which the term conforms.

Much as the Dolev-Yao model is a minimal term algebra with its derivation rules, we consider
the extension with assertions also as a minimal logic with its associated derivation rules. We sug-
gest a propositional modal language, with highly restricted use of negation and modalities, inspired
by infon logic [22, 5] (which reasons about access control). The fundamental assertion is one about
term structure, which claims that a particular atomic term is part of a larger term, and has the form
a occurs in t (for a the atomic term occurring in the larger term t). A priori, certification in crypto-
graphic protocols reveals partial information about terms. Therefore, we use disjunction to make
the revelations partial. Forinstance, (0 occursint)\V/ (1 occurs int) can be seen as a partial secrecy as-
sertion. Note that background knowledge of the Dolev-Yao model offers implicit atomic negation:
0 occurs in {m}x where m is atomic will exclude the assertion 1 occurs in {m}r. With conjunctions
to bundle assertions together, we have a restricted propositional language. Communications are
term-assertion pairs where the term or the assertion field could potentially be empty.

The modality we study is one that refers to agents passing assertions along, and has the flavour
of delegation: A sending o to B does not allow B to directly send o to other agents, but instead
allows B to send the assertion A says o to other agents. Many papers which view assertions as terms
work with assertions similar to the ones used here. For instance, [9] presents a new cryptographic
primitive for partial information transmission, while [19] deals with delegation and signatures,
although there the focus is more on anonymity and group signatures.

A natural question would be: how are such assertions to be verified? Should the agent gener-
ating the assertion construct a proof and pass it along as well? This is the approach followed in
protocols using zero-knowledge proofs [4]. While such an approach is natural in models that view
assertions as terms, treating them as distinct allows us an abstraction similar to Dolev-Yao’s perfect
encryption assumption mentioned earlier. We call it the reliable assertion assumption: the model en-
sures the correctness of assertions at the point of generation, and honest principals assume such
correctness of any assertions they might receive and proceed. This paradigm also ensures that in
order to ‘prove’ the correctness of any assertion sent out by it, an agent needs to have access to all
the terms the assertion talks about, thereby ruling out situations where B tries to forward in its
own name an assertion « sent to it by A. As a design choice, in our model, all assertions sent out
by agents are signed by them, and signatures cannot be forged. The intruder, therefore, can replay
earlier messages, but not forge new messages in other agents’ names.

Which brings us to our next question: is there any difference between the terms appearing in
our protocol specification/formalization, and the ones communicated at runtime? In the Dolev-
Yao model, the terms appearing in the protocol specification (‘abstract’ terms) are instantiated at
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runtime by means of substitution functions, to yield ‘concrete’ terms. Therefore, agents have ab-
stract terms that serve as templates, which are mapped to actual terms by substitutions. We extend
this idea in our model. The assertions are part of the protocol specification itself, and refer to ab-
stract terms appearing in the protocol. All assertions are therefore instantiated at runtime, and the
concrete form of an abstract assertion depends on the concrete terms it references. For example,
if we have an assertion of the form a occurs in t, and the substitution function for the terms maps
a to the atomic term 1, and maps t to the encrypted term {1, 2}y, then the concrete assertion we
obtain at runtime would be be 1 occurs in {1, 2}.

Note that this allows agents to send totally unrelated terms and assertions together (as long as
the terms mentioned in the assertions have been communicated earlier) - for example, an agent
could send a communication of the form {1} (a,5),{2 occursin {(2,3)}(a,s)} where the assertion
has no connection to the term that is sent with it. The interaction between an assertion and the
term sent along with it can be varied, in order to obtain better abstractions for the model (and
potentially increase expressivity). One way to augment our existing model, thereby increasing
term-assertion interaction, is to introduce a placeholder <}, and a new ‘open’ assertion of the form
a occurs in <, which is always accompanied by a term. In order to obtain the concrete form of this
assertion at runtime, the placeholder is replaced by the accompanying term, and then the uniform
substitution function applied to all terms.

1.3 Examples of certificates

We now informally present a few examples illustrating how certification is used in security proto-
cols and how our basic model will capture this. We also present some attacks where the malicious
intruder uses the fact that assertions are transmitted, and tries to gain more information than she
is entitled to.

» Example 1. Consider a very simple scenario where A sends to B a term m encrypted in A’s public
key, about which he only wants B to know that the encrypted term is one of two possible values a
and b. Since B cannot decrypt the term, the assertion is the only way B learns anything about the
term that is encrypted.

A — B:{m}ya),{(misa) V (misb)}

» Example 2. This example is a slight variation on the earlier scenario. Now A sends to B a pair
(m,n) encrypted in A’s public key, about which he only wants B to know that somewhere in the
encrypted term occurs a nonce which is either a or b. Again, since B cannot decrypt the term, the
assertion is the only way B learns anything about the term that is encrypted. But note that this is
a weaker assertion than earlier, since B does not learn exactly where in the term a or b appears.

A = B:{(m, ) }ia), {(aoccursin{(m,n)}ia)) V (b occurs in {(m, n)ha)) }

» Example 3. Here we present a toy e-voting protocol. Agent A is a voter, talking to an authority T.
T needs to be convinced by A that A is indeed who he says he is (i.e. A), and that his vote is valid
(i.e. one of the two acceptable choices a and b). Based on A’s vote, T will also update the tally for
the candidate A votes for. A therefore sends to T a pair composed of A’s identity, and his vote va,
encrypted in the key A shares with T. T decrypts the message, checks the vote to see if it is one of
the acceptable values, and returns a confirmation c A to A if it is true, otherwise sends o.

A= T:(Ava)lka,T

If T confirms {(va = a)V (va =b)} T — A :ca . Otherwise T — A : 0.
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» Example 4. Now consider a slightly more involved voting protocol. A is a voter, but now we have
an administrator T and a counter C. T needs to be convinced by A that A is indeed A, and that his
vote is for either a or b. However, T should not be able to see A’s exact vote, which should be seen
only by the counter C, who will update the tally for the person A votes for, based on A’s vote. In
this example, A sends to the admin a pair encrypted in the key he shares with T. The pair contains
A’s identity, and A’s vote encrypted in the key A shares with C (which T cannot decrypt, and must
pass on asis to C). A also sends an accompanying assertion to state that his vote is indeed for one
of the preset candidates. T decrypts the message, ensures that the identity is indeed that of A,
and sends the encrypted vote to C, along with the assertion that came from A. C checks the vote,
updates the tally, and issues a confirmation to A if the vote has been received, and the assertion
validated. Otherwise C sends a 0. Note that T needs to send this assertion to C mentioning that
A sent it to T earlier (as opposed to T having generated this assertion), and therefore must use an
A says prefix.

A = T:H{(A,vala,c))lka, 1)y {(vaisa) V (va isb)}
T— C:{vala,c), {Asays (vaisa)V (vaisb)}

If C confirms thatva isaorb,C — A :ca . Otherwise C — A : 0.

2 Model

In this section, we present the various features of our model in detail.

2.1 The term model

Fix countable sets Ag, .4 and .%, denoting the set of agents, nonces and keys, respectively. The
set of basic terms is B = AgU AN U ¥ . For each A, B € Ag, assume that sk(A) and pk(A) are
private-public key pairs, and k(A, B) are shared keys. Further, each k € .#" has an inverse defined
as follows: inv(pk(A)) = sk(A), inv(sk(A)) = pk(A) and inv(k) = k for the other keys. The set .7
of Dolev-Yao terms is given by the following syntax (where m € % and k € J#)"

t=m | (t1,t2) | {thk

The most important aspect of the Dolev-Yao model is the system of rules that govern what new
terms can be constructed from the set of terms already known to an agent. This is usually presented
in the form of a proof system involving sequents of the form X + t, where X Cg, Z andt € J.
The proof system is given in Figure 1. We use the notation X I4, t to denote that there is a proof
of X |- t according to the Dolev-Yao proof rules, and X I-4, T (for a set of terms T) to denote that
Xg tforallt € T.

We use st(t) to denote the set of subterms of t and st(X) = U st(t) in Proposition 5, which is

tex
a well-known fact about the basic Dolev-Yao model [33].

» Proposition 5. Given X Cg, 7 andt € 7, it can be decided whether X 4, 1 in time linear in
lst(X U {t})].

' We keep our term model simple by allowing only atomic keys. One can enrich the syntax by allowing constructed
keys, which would admit terms of the form {m}n ), {m}(n},, etc. Our work can adapted to the case of
constructed keys without much difficulty.
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2.2 The assertion language

The set of assertions, 7, is given by the following syntax:
ax=m=<t]|oyVoay | oy Noy | Asaysa

where m € %A, A € Agandt € 7. The set of subformulas of a formula « is denoted sf(«).
The assertion m < tis to be read as “m occurs in t”. Note that when the term communicated is
an encrypted nonce {a}y, the assertion m < t states that m is a (as in our examples presented
earlier).

The says modality captures the flavour of delegation. An agent B, upon sending agent C the
assertion A says «, conveys to C that he has obtained this assertion « from the agent A, and that
while he has no proof of &, A hopefully does. A has, in essence, allowed him to transmit this
assertion to other agents.

Our syntax is very modest — there is no negation or implication, and the modalities are [-like.
While general negation and implication is important in the context of access control and delegation,
and it is interesting to explore their use in the context of our work, those operators also brings
with them increased complexity. While the says modality is natural in the context of delegation
and is naturally [J-like, it is hard to come up with a natural modality dual to says in our context.
Integrating more operators to our syntax in an appropriate manner is work for the future.

The proof rules for assertions are presented using sequents of the form X, @ - &, where Xand ©
are finite sets of terms and assertions respectively, and « is an assertion. For ease of presentation,
we present the rules in three parts.

- X, @ Fm < {bh X,@Fn%{b}kj_( imibeB)
m#*mn; 0 c

X, ® U{a}tt X, @ F o

X,(D"O(] X,CD"CXZ X,(D}_(X]/\(Xz

AL — Ne

X, O F or Aoz X, D F oy
X, 0 F oy ) X,0Fo; Vo, X,OU{os}Fp X,CI)LJ{OQ}I—[Sv
— Vi e
X, 0 F a1 Vs X, 0Fp

Figure 2 The rules for deriving assertions: propositional fragment

The proof system has appropriate rules for conjunction and disjunction, as presented in Fig-
ure 2. The contradiction rule merits some discussion. We employ a restricted contradiction rule |
which captures contradiction at the atomic level (whereby two assertions claiming that different
nonces appear in an encrypted nonce are deemed contradictory), and from a contradiction one can
derive anything. Some care is needed in deciding which pairs of assertions we deem to be contra-
dictory. For instance, if t is a pair, we cannot say that m < t and n < t are contradictory, since
t could very well be (m,n). So the term t should either be atomic, or be built using encryptions
only.

We next present the rules for atomic assertions of the form m < t in Figure 3. We wish to
construct assertions about compound terms using assertions for (some of) the constituent terms.
To this end, we consider assertions corresponding to compound terms formed using the operations
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allowed by the Dolev-Yao theory, namely encryption, decryption, split and pairing. Note that all
these rules require X to be nonempty, and refer to derivations in the Dolev-Yao theory. For an
agent to derive an assertion about a term t, it should be capable of constructing t from the ground
up, which is modelled by saying that from X one can learn (in the Dolev-Yao theory) all basic terms
occurring in t (including all the encryption keys occurring in t). For example, in the split rule,
suppose the agent can derive from X all of st(t; N &), and that m is not a basic term in t;. The
agent can now derive m < t;_; from m < (to, t7).

Xl—dym
—ax;
X, 0Fm=<m
Xbgp{the XFpk X, OFm<t X Fgy inv(k) X,@l-m%{t}kd
enc ec
X, 0 Fm < {th X,0Fm=<t

X}_dy (to,t]) X)(I) Fm<t; X}_dy St(t],i)lﬁlgg

pair
X,(D Fm< (to,t])

X, OFm~< (to,t]) X }_dy St(ti) NnA m € St(ti)

split
X, OFm<t_;
Figure 3 The rules for atomic assertions
X,0Fo:(m=<{blk) X OFo:(n=<{bhk)
L(m#n)
X,0Fo0o:x
X, 0kFo:07 X, OFo:x X,@Fo: (o Aoy) X, 0Fo: o
AL /e Vi
X, O Fo0: (o Aagz) X,dFo: X, Ok o0: (Vo)

X,0Fo: (1 Vo) X,0U{o:q}F0:p X,(DU{G:ocz}I—G:B\/
X,0Fc:p

e

Figure 4 The rules for says assertions

Figure 4 gives rules for assertions of the form A says «. For 0 = A1A --- Ay, 0 @ « denotes
A says (Ag says -+ (Ansaysa)---),and 0 : ® = {0 : « | « € ®}. These rules are direct
generalizations of the propositional rules in Figure 2, and permit propositional reasoning in a fixed
modal context. This is captured by the fact that the same ¢ occurs in the premises and conclusion
of the rules.

We denote by X, @ kg, ot (resp. X, @ Fgpae 0 X, @ g5 05 X, @ =4 ) the fact that there is a
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derivation of X, @ - « using the rules in Figure 2 (resp. ax; and the rules in Figure 3; ax; and the
rules in Figure 4; the rules in Figures 2, 3 and 4).

Note that our rules for assertions allows only propositional reasoning in the context of a (fixed)
0. We can obtain an equivalent proof system by replacing all the rules in Figure 4 by the following
rule.

I,0F «

g,0:OFo0o:«x
But the system in Figure 4 has the structural advantage that the set of formulas to the left of |- is the
same in the premises and conclusion in all the rules other than VVe. This helps in the presentation
of some of the algorithms in Section 4.

2.3 Active intruder model

Protocols are usually specified as multiple sequences of communication between agents. Given
below is a typical specification of a simple protocol, where A wants to check if B is online. A sends
out a fresh nonce m encrypted in B’s public key, and waits for B to tell her that he is online by
responding with the same nonce encrypted in A’s public key. Let us call this protocol 3.

A—B: {m}pk(B)

Protocol 3
B—A: {m}pk(A) }

However, towards simplifying the task of formal analysis, we shall consider a different spe-
cification of protocols. Note that this new specification can be generated from the above kind of
specification.

All protocols admit send and receive actions. Consider the first communication in 3. This is
broken into two actions — a send and a receive.

AlB: (M){m},x) (A sends out to intended recipient B)

B?A : {m}u ) (B receives from purported sender A)

M is the set of nonces of the term {m},; () that ought to be fresh, i.e. regenerated for each new
session (in our case M = {m}, but we will write A!B : (m){m}x(g) instead of A!B : ({m}){m}(g)).
Note that the intruder might intercept messages, so not all sends need have corresponding receives
(which is why this break-up of a single communication into two actions at the two agents’ ends is
necessary). Any receive by any agent is implicitly a send by the intruder, since the intruder always
snoops on the channel.

» Definition 6 (Role). A role for A € Ag (denoted by A-role) is a finite sequence of actions ay - - - ax
where each a; is a send (sender A), receive (receiver A), confirm or deny action by A. A role is
therefore an A-role for some agent A.

Breaking up all communications into actions, we get A’s role in *J3 to be the following sequence.
AlB : (m){m}ys)
A7B : {mhia)
The corresponding B-role is the following.
B?A : {m},(s)
B!A : {m}(a)

Observe that the m in the message sent by B is the one it received in the earlier message (pur-
portedly) from A, and not fresh. Thus the set of fresh nonces, M, is empty. This is more accurately
depicted as B!A : (@){m},(a), but we stick to our simpler notation in this case.
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Actions

In addition to the send and receive actions in our model (all assertions involved in these actions
are signed by the senders), we also admit two more types of actions, namely confirm and deny.
These capture conditional branching. An agent might, depending on whether he/she can verify
some says free assertion, perform action aj if the condition is true, and action a, otherwise. The
behaviour of an agent A in a protocol, in the presence of a branch on assertion «, is represented by
two different branches, one in which the action at that stage is A : confirm « (i.e. «is true, and A
confirms «) and the other in which it is A : deny «. These actions are illustrated below.

Action type Notation
Send from A to B AlB : [(M)t, {od)sa(a)]
Receive by A from B A?B : [t, {a)sq(s)]
Confirm by A A : confirm o
« says free
Deny by A A :deny «

Figure 5 Actions in our system

In the send action, M is the set of fresh nonces used by A in the construction of t. Agents are
allowed to send terms and assertions separately (i.e. in the send and receive actions, either the term
or the assertion could be omitted, but not both). Note that in our model, we consider branching
based only on the assertions that the agent can locally verify, and we do not consider assertions
that might have been communicated to the agent by other agents. For confirm and deny actions,
therefore, o is says free. Examples 3 and 4 illustrate the use of these actions.

» Definition 7 (Protocol). A protocol Pr is a pair (const, R), where const C 2 is the set of constants
of Pr, and R is a finite set of roles.

Substitution

Observe that so far everything we have talked about is abstract — agent names, terms, assertions
etc. In order to take these abstract objects to concrete entities which are actually communicated
during runtime, we use a substitution. A substitution o is a homomorphism on .7 ssatisfying
0(Ag) C Agand o(#) C # (i.e. abstract terms referring to agents’ names and keys are al-
ways mapped into the set of agents’ names and the set of keys respectively). Note that we allow
non-atomic substitutions, i.e. a nonce can be instantiated with a complex term at run time, but
keys are always mapped to keys (we do not allow constructed keys). o is said to be suitable for a
protocol Pr = (const, R) if o(m) = m for all m € const. For an abstract assertion &, o(«) is the
concrete assertion obtained by applying o to all the abstract terms appearing in «.

Role Instance

A role instance of a protocol Pr is a tuple ri = (1, 0, Ip), where 1 is a role of Pr, ¢ is a substitution
suitable for Pr, and 0 < lp < [n|. ri = (n,0,0) is said to be an initial role instance. The set of
role instances of Pr is denoted by RI(Pr). IRI(Pr) is the set of initial role instances of Pr. For a
role instance ri = (n,0,lp), ri+1 = m,0,lp+1). Ifri = (n,0,lp),lp > Tandn = a;---ay,
act(ri) = o(ay). For S, S’ C RI(Pr) and ri € RI(Pr), we say that S ISt iffri € S,ri+ 1 € RI(Pr)
and S’ = (S\{ri}) U{ri +1}.
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An important detail to observe here is that ri refers to abstract terms appearing in the role 1.
However, act(ri) is obtained by applying the substitution o to the appropriate action, and therefore
refers to concrete terms. Consequently, our actions on which transitions occur are also concrete
actions.

Transition system states

A knowledge state ks is a tuple of the form ((Xa, ®a)acag, h), where Xo C 7 (resp. Do C &) is
the set of terms (resp. assertions) A has accumulated by then. A is a finite set of signed assertions
of the form {ot}s4(a). It is intended to model the relevant history — the set of all signed assertions
communicated in the run so far. The initial knowledge state of a protocol Pr = (const, R) is given by
((XOA) Q)AGAg) @), where

X4 = const UAg U {sk(A)} U {pk(B),k(A,B) | B € Ag}

is the set of terms any agent A has access to at the very beginning of a protocol. Actions cause the
update of knowledge states — a changes the system state from ks to ks’ (denoted by ks % ks’),
which will be defined shortly.

A protocol state of Pr is a pair s = (ks, S) where ks is a knowledge state of Prand S Cg,, RI(Pr).
s = (ks, S) is an initial protocol state if ks is initial and S C IRI(Pr). For any two protocol states
s = (ks,S) and s’ = (ks’,S’), and an action a, we say that s — s’ iff there is 7i € S such that
act(ri+1) =aq, S AN S’, ais enabled at ks, and ks — ks’. The states, initial states, and transitions
defined above induce a transition system on protocol states, denoted TS(Pr). A run of a protocol Pr
is any run of TS(Pr).

Transition system updates

We now need to examine how actions affect the information the agents gain about the terms and
assertions communicated during the execution of the protocol. Consider two knowledge states
ks = ((Xa, ®a)Aacag h) and ks’ = ((X}y, @4 ) Acag, h'), and a belonging to one of the four action
types shown in Figure 5. We describe in Figure 6 the conditions under which the action a (mention-
ing concrete terms) is enabled at a knowledge state ks, and then in Figure 7 the conditions under
which it will update the system from ks to ks’ (denoted ks = ks').

Action Enabling conditions
MNXc = forall C
a = AlB:[[M)t, {adsg(a)] Xa UMbyt
XaUM,0p by o
Xibg t
a=A?B:[t, {o)sa(r)] X1, O1 Fg o
I£B £ 1, {othas) € h.
a=A:confirm x Xa, @ g
a=A:denyx Xa, @ Faga

Figure 6 Enabling conditions for a at ks

In the above definitions, the relevant history h is crucially used in the enabledness check for an
honest agent receive. In the case where an honest agent A receives an assertion o« whose purported
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Action Updates
XA =XaUM
a = AlB:[(M)t,{a}s(a)] Xj =Xy u{t}

O} = ®p U{o,Asays a} for P = A, I
h' =hU{a}a(a)}-
Xh =Xa U{t}

a = A?B:[t,{os)]
@) = ® A U{Bsays o).

a=A: confirm «

No change

a=A:denyx

Figure 7 Updates when ks S ks’

sender is B # I, we actually require that B indeed communicated {};4(3) sometime in the past.
This ensures that the intruder cannot send out assertions in the name of another agent B, unless
B sent it out in the past.

The change in the X sets is easily justified by an operational model in which the intruder can
snoop on the entire network, but agents are allowed to send only terms which they can generate.
We have extended the same idea to assertions as well, but there is the extra complication of signing
the assertions. The intruder typically has access only to its own signature, and we do not consider
corruption of agents by the intruder here. Thus we posit that the intruder can only replay assertions
signed by other agents, or that it can generate assertions and sign them in its own name.

As an operational justification for why the honest agents cannot send assertions sent by other
agents without attaching the says prefix, we can imagine the following concrete model. There is a
trusted third party verifier (TTP) that allows assertions to be transmitted at large only after the
sender provides a justification to the TTP. This means that an honest agent B who receives an as-
sertion o from A cannot pass it on to others, because the TTP will demand a justification for this,
which B cannot provide. The intruder, though, can snoop on the network, so it has the bits that A
sent as justification for « to the TTP, and thus gets to store o in its local database.

» Example 8. Towards illustrating how the transition system works, let us add an assertion to our
earlier protocol 3 (our running example in the beginning of this section). Let us call this new
protocol B’.

A = B {mbyi), im1 < {mhii) vV ma2 < {mhis)}

Protocol 3’
B—A: {m}pk(A) }

As earlier, we can split this up into an A-role (a1 a;) and a B-role (b1 b3) as follows.
ar: AlB:[(m){mlysy, M1 < {mlxi) Vma < {mbys)laa)]  az: ATB: {mhya)
bi: B?A: {mbus), {mi < {mhies) V m2 < {mhis)Jsaa)] b2: BIA: {m}pa)

Now consider the system where the only constants of the protocol are 1 and 2. A run of the
transition system for B’ = ({1, 2}, {aj az, b1 b,}) is illustrated in Figure 8. The actual action taken
for the transition is shown to the left of the transition arrow, while the criteria that enabled said
action are shown to the right. The substitution is the same for all agents, i.e. 0 = 04 = o = 07,
with 0(m) = o(m) = 1 and o(m;) = 2. Note that only the entities that change are shown in
the states - for example, in the transition from s% to s!, the Xg and @y sets undergo no change
and therefore are not mentioned.

11
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X3 =1{1,2)U{A, B, [} U{sk(A), pk(B), pk(I), k(A, B), k(A, 1)}
X% = {152} U {Aa B) I} U {Sk(B))pk(A)a k(I)) k(A) B))k(B) I)}
SO — (kSO,SO,hO) X(I) = {])Z}U {Ay By I}U{Sk(I))pk(A), k(B])k(A) I))k(B) I)}

0% — 0Y — 0 — &
SO = {(a1 az, o, O)) (b1b2) G,O)}
h =g

X U1} gy {Thae)

o(a
(a1) X0 @4 Fa 1= {1y V2 < {1

X}, = X9 U{1)

Xt =X U{{Thiem)}

O ={1 < {1} V2 < {T}m), Asays {1 < {T}am) V2 < {1}
o] =0}

S1 = {(a] az, o, 1 )a (blea o, 0)}

h' ={1 < {1 V2 < {1him)saa)}

s! = (ks',S",h")

X9 Fay (s

o(b
(br {1 < {1Thie) V2 < {1 kaa) €A’

—

Xg = Xg U{{Ths))

§2 = (ks?, 52, h2) OF = O U{Asays {1 < {Thyw) V2 < (T
Y Sz:{(a1a2,0,1),(b]b2,6,])}

2 =h!

o (b2) [ X Fay {(Thaa)

X} = X3 U{Tha)}
53 :(kS3,SS,h3) 53 :{(CI]CIZ,O',]), (b]bZao-)z)}
h3 — h1

—

o(az

X% '_dy {1 }pk(/—\)

\ X4 =X3 U{{1haa))
54 = (ks >S4>h4) 54 :{((11 ‘12)6)2)) (b1b2u 0-)2)}
h4 — hl

Figure 8 Transition system for Example 8 with B’ = ({1, 2},{a;az,b1b32})
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2.4 Derivability Problem

One key aspect of this model is that all the enabling checks are done on concrete sets of terms and
assertions, and are questions of the form - “Given «, X and @, is « derivable from X and ®?”. Since
the system needs to appeal to enabling criteria every time a send/receive action occurs, it would be
advantageous if such checks could be done efficiently. In Section 4, the complexity of this question
will be explored, but first, we present a few examples to illustrate why this problem might be hard
(at least in some cases).

» Definition 9 (Derivability Problem). The derivability problem (or the passive intruder deduction prob-
lem) is the following: given X C .7, ® C &/ and « € &7, determine if X, ® F; «.

» Example 10. Suppose we have a protocol where an agent wishes to convince another agent that
an atomic term is one of two possible values, without revealing the exact value of said term (recall
Example 1 from Section 1.3). So the agent encrypts the term m, and sends out an assertion of the

form (p < {m}pua) V q < {mlya))-

A = B :{mbyra) {(p < {mbra) V q4 < {Mhia)) fsaa)

Now, consider a situation where two parallel sessions of this protocol are being carried out by
the same agent (say A), where the term is the same across the two sessions. Suppose the term s a,
and the sets of values used for the disjunction are {1, 2} and {1, 3} across the sessions. The intruder
then has access to two assertions: (1 < {a}x V 2 < {a}x),and (1 < {a}x V 3 < {a}x). Let @ be
the set consisting these two assertions. We show that the intruder canlearn 1 < {a} from @, and
the derivation for the same is non-trivial. We use the notation @; fori < {a}x, fori € {1,2,3}. We
also use @12 and @13 todenote 1 < {ak V 2 < {a} and 1 < {a} V 3 < {a}x, respectively.

The intruder’s derivation of @ + @1 is shown in Figure 9. The contradiction rule is used cru-
cially in this proof, to obtain @ from a set containing both @, and @3, which in turn is obtained
by performing case analysis on both disjunctions. In this proof it was enough to consider one com-
bination of disjuncts from both assertions. In the next example we shall see a situation where we
shall need to consider multiple combinations, which suggests a blow up in terms of proof size.

ax ax
13 €@ D, 92, 03F @2 D, 02,03+ @3
ax ax 1
®12 €O O, p2F @13 D, 92,01 F @1 D, 92,93 F @1
ax ax Ve
OF @2 DO,p1F @1 DO, @2 F @,
Ve
D@

Figure 9 The intruder’s derivation (for Example 10)

» Example 11. Consider a slight extension of the previous example — now the agent wishes to con-
vince another agent that an atomic term is one of three possible values. So the assertion sent out
is of the form (p < {mh V q < {m}x V r < {m}y). Again consider two sessions of this protocol
with the same term a, and the sets of values are {1, 2,3} and {1, 4, 5}. The intruder now has access
to assertions (1 < {a}x V2 <{ak V3 <{ak)and (1 < {a}k V4 <{ah V5 < {a}k). Again, as
earlier, we show that the intruder can derive 1 < {a}x from these two assertions.

To save space in displaying the derivation, we adopt the following notation:

@i =1=<{ak, forie{l,...,5}

13
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@2 €D
ax ax  Similarto ®"', @4 F @1
@45 €D O pak @2 O pak @4 :
ax .
@145 €D O+ @us O @4t @ O, @5 @
ax ax Ve
Q'+ @45 D @1 @ D', a5 - @1
Ve
(I)/F(p1
Figure 10 Proof @;
@1 (©F)
_—  ax . .
@123 €@ D, @23 - 023 D, 23,02 @1 D, 923,903 F @y
ax ax e
D @23 O, 1 @ O, @23 - ¢4
Ve
OF ¢

Figure 11 The intruder’s derivation (for Example 11)

Pij :i<{a}k\/]’ <{(l}k,f01'i,j 6{1,...,5}andi< j.

@it =1 <{ah Vj <{ah V1< {a}, fori,j,l e{l,...,5}andi <j < L
O ={@123, P145}

Q' =0 U ¢z3 U{p2}

Q" =D U@ys = DU @23 U @gs U{pz}

Note that whenever we can derive @ and @; from a set ¥, for i # j, we can derive any  using
the L rule. We will use it to derive a @ of our choice. The intruder’s derivation (rendered in the
above notation) is displayed in Figure 11. This refers to two subproofs, @1 deriving @, @23, @2
¢1,and @3 deriving O, @23, 2 - @1, respectively. The derivation @1 is shown in Figure 10, and
@ can be obtained by replacing @3 in place of ¢, in @ 7. Note that @; is the same size as @1.

Inserting these subproofs into the appropriate places in the intruder’s derivation, the blow up
incurred due to considering all possible combinations of disjuncts on the left hand side is apparent.

3 An extension to the assertion language

In Section 2.2, we presented a basic assertion language. In this section, we proceed to add a dif-
ferent (potentially useful) construct to this existing language, to see how these affect the kinds of
certificates agents can provide and the deductive power of the intruder.

In our model so far, even if an agent sends a term t and an assertion o together, it need not
be that the assertion o mentions t (& could even be an assertion about a totally different term t’).
Sometimes it might be better to have the assertion to be contextually bound to the term sent along
with it. For example, suppose we have two terms - {(1, 2) }x and {1}x. The same assertion, namely
1 < t (for t being either of these terms), can be made of both these terms. In our existing model,
we would have to regenerate the assertion using the term we are talking about, and end up with
two different assertions, even though both essentially claim the same thing (albeit about different
terms). The assertion being contextually bound to the term would let us use part of the assertion
as a black box, and plug in any term about which the assertion holds into that place. We therefore
amend the assertion language slightly to allow the use of such a black box or a placeholder — denoted
{>. Assertions of this form shall be referred to as {)-open assertions, from now on. Conversely,
assertions which do not contain <} will be referred to as {>-closed assertions.
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The set of assertions with <, &, is given by the following syntax:
ax=m=<t|m=<O|t=t' |V | g Aoy | Asays

wherem € B, A € Agandt,t’' € 7.

The assertion m < <> may be read as “m occurs in this”, ‘this’ being the accompanying term.
The assertion may now refer to different terms in different instantiations. For a {-open assertion
o accompanied by a term t, &[> /1] is the {>-closed assertion obtained by plugging t in place of the
& in o ([ /1] still refers to abstract terms — t in particular — and is concretized at runtime).

As we have seen before, protocol specifications refer to abstract nonces, which are instantiated
with different concrete terms in different sessions of a protocol run. Formally, the actions that
constitute a run are of the form o(a), where 0 is a substitution and a is an action in the protocol
specification. So we need to define o(«) for an @ € .o%,. The definition is the same whether «
is O-open or {-closed - each abstract term 1 occurring in « is replaced by o(r) (and < is left
untouched). This means that we communicate pairs of the form (t, ) in a protocol run, where « is
a {-open assertion. containing <) in a protocol run. However, to check whether the communication
is enabled at that point in the run, we check whether «[<>/t] is derived by the sender.

Protocol and role descriptions stay the same as earlier. A knowledge state is now of the form
ks = ((Xa, Pa)Acag, h), where X4 is a set of terms, @ 4 is a set of {>-closed assertions, h is a set
of pairs of the form (t, {ot}s4(a)), where ais an assertion from %7, and t is its corresponding term.

Protocol and role descriptions, knowledge states, role instances, and protocol states are defined
as earlier. act(ri) for a role instance is also defined as before (except for the communicated assertion
having occurrences of <}). As before, for two protocol states s = (ks,S) and s’ = (ks’,S’), and an
action a, we say that s 2 s’ iff thereisri € S such that act(ri+1)=aqa, S 14N S’, ais enabled at ks,
and ks = ks’. We now describe the conditions under which a is enabled at ks and ks — ks’

Action Enabling conditions
MNXc =@ forall C
a = AIB:[(M)t, {dua)] XA UM Fat
XA UM, ®a Fy ax[O/t].
Xibg t
a=A?B:[t,{csus)] X1, @1 - o[ /t]

IfB #1, (t,{(x}sd(g)) € h.

Figure 12 Enabling conditions for a at ks

» Example 12. Recall Example 10 discussed in Section 2.4. We present the same again here, but
the assertion now uses the <) quantifier.

A = B :{mlya)nip <OV (g < Oaa)

The assertion is now more succinct. This does not eliminate the attack illustrated earlier, but it does
not introduce new attacks either.

While the extended assertion language with {) seems like a mere syntactic convenience, and
the transition rules are a straightforward adaptation from the earlier ones, there are some hidden
subtleties. For instance, it is possible that A sends to B a communication of the form

{mh, (0= )V (T < {m'}),
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Action Updates
XA =XaUM
a = AlB:[(M)t,{od(a)] Xi =X Uit}

@}, = Op U{alO/t], A says o[/} for P € {A, T}
h' =hU{(t,{osan))}-
Xh =Xa U{t}
@ = D U{Bsays a[/t]).

a = A?B:[t,{cus)]

Figure 13 Updates when ks ks’

which B can forward to C as follows:
{m'he, Asays ((0 < {mh) V (1 < $)).

While this assertion is not false per se, this is not the exact syntactic form in A’s original commu-
nication. We can complicate the definitions to prevent this phenomenon, but more work needs to
be done before deciding whether such effects should be allowed or not. Another interesting aspect
of the model is the relevant history which is part of the knowledge states. It is a set of pairs of the
form (t,{a}s5(a)). So we store some information about bindings (the associations between terms
and assertions). A consequence is that the intruder cannot send a communication t,{&}y () in
the name of another agent B unless B has sent it in the past. Instead, if the history only stores
the communicated assertions {a}s o) without the accompanying terms, then it is possible for the
intruder to insert false assertions in a run, by pairing an term with an unrelated assertion commu-
nicated in the past. It is interesting to study in more detail the connection between the amount of
information about the bindings stored and the power of the intruder.

4 Complexity of the derivability problem

We have spent a lot of effort detailing the elements of our model. Now we turn to some basic
algorithmic questions related to it. The fundamental problem of interest is the intruder deduction
problem: given a protocol Pr and a secret m € .4/, is there a run of Pr in which the intruder learns
m? This involves a search for a sequence of actions admissible by the transition system of Pr. This
problem is known to be undecidable in its full generality, for even the basic Dolev-Yao model [138,
24]. Researchers have obtained decidability for a number of special cases over the years [33, 30, 31],
and many tools have also been built which tackle large classes of protocols successfully [15, 10].
The typical approach is to place bounds on various parameters which lead to undecidability. The
complexity of the intruder deduction problem has also received much attention in the past [14, 12,
13].

A fundamental ingredient of the intruder deduction problem is the question of whether a given
sequence of (concrete) actions is an admissible run of a given protocol. The crucial part of this
question is to check whether a term or assertion is derivable from a set of terms and assertions.
The derivability of terms is part of the basic Dolev-Yao model itself, and the problem of whether
X t4, tis known to be solvable in time O(|X| 4 |t[). Thus we focus on the following problem in this
section.

» Definition 13 (Derivability problem). Given X Cg, 7, ® Cg, &7, & € &7, does X, ® F, o hold?

We first show that the problem is co-NP-hard, and then provide a simple PSPACE decision pro-
cedure. We then provide some optimizations of the decision algorithm.
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4.1 Properties of the proof system

The following is a useful property that will be crucially used in the lower bound proof, and is proved
in Appendix A.

» Proposition14. X, ® U{aV B}ty diff X, ® U{a} by dand X, ® U{R} 4 6.

Among the rules, ax1, split, dec and /\e are the pure elimination rules, Ve and L are the hybrid
rules, and the rest (ax;, pair, enc, /\i and V1) are the pure introduction rules. The premises of a
pure elimination rule or a hybrid rule are classified into major premises and minor premises. For the
split, dec and /\e rules, there is only one premise of the form X, ® - & and that is its major premise.
For the Ve rule, the the major premise is the sequent X, ® - o : («V f3), involving the disjunction
that is eliminated. For the L rule, both premises are major.

A normal derivation is one satisfying the following conditions:

The major premise of every pure elimination rule or the Ve rule (occurring in the proof) is the

conclusion of a pure elimination rule.

The conclusion of any instance of the L rule is not the premise of any introduction rule.

The conclusion of any instance of the L rule is not the major premise of any hybrid or elimina-

tion rule.

The following fundamental theorem is on standard lines. The proof is found in Appendix A.

» Theorem 15. If there is a derivation of X, @ &+ « then there is a normal derivation of X, ® F «.

The following theorem (whose proof is given in Appendix A) is crucial for our algorithms to
work because they provide a bound on the set of formulas we need to work with when we check
whether « is derivable from X, ®@. sf(X, @) is the set of all subformulas of formulas in ®@ (in the
context of the set of terms X), and st(X, @) is the set of subterms of all terms in X and occurring
in any o € @©. The definitions will be made precise in the Appendix, where we prove the theorem.
All we need for the algorithms is that both sf(X, @) and st(X, @) are of size O(N3), where N is the
size of X, ©.

» Theorem 16 (Subformula property). Let 7t be a normal derivation with conclusion X, ® + «and last rule
r.Let X, @' Band X 4 woccurintt. Then @' C sf(®), B € sf(X, PU{a}) andu € st(X, ® U{a}).
Furthermore, if ris a pure elimination rule, then 3 € sf(X, ®) and u € st(X, ®).

4.2 Lower bound

The hardness result is obtained by reducing the validity problem for propositional logic to the de-
rivability problem. In fact, it suffices to consider the validity problem for propositional formulas in
disjunctive normal form for our reduction. We show how to define for each formula ¢ in disjunctive
normal form a set of assertions S, and an assertion @ such that &, S, - @ iff @ is a tautology.

Let{p1,Pp2, ...} be the set of all propositional variables. Fix infinitely many nonces ny,na,...
and a key k. We define ¢ as follows, by induction.

pi = (1 < {nih)

=pi = (0 < {nih)

SVH =9V
e NP =9 AV
Suppose {p1,...,Pn}is the set of all propositional variables occurring in ¢. Then

Se ={P1V7P1,...,Pn V 7pPnlk

» Lemma17. &, S, o @ iff @ is a tautology.

17
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Proof. Forv C {p1,...,pn} define S, = {pi | pi € VU {=p:i | pi ¢ v}. Note that S,, is a
non-contradictory set of atomic assertions.

By repeated appeal to Proposition 14, it is easy to see that &, Sy, 4 @ iff for all valuations v
over {p1,...,Pnk 9, Sy Fa ©. We now show that &, S, F, @ iff v E @. The statement of the
lemma follows immediately from this.

We first show by induction on{ € sf(@) that &, S, - | whenever v = 1.

If{ =piorp =—pi, thena, S, 4 1 follows from the ax; rule.

If 1 = Py A1y, then it is the case that v = 1P and v | 1. But then, by induction
hypothesis, @, S, 4 {7 and @, S, 4 2. Hence it follows that @, S,, 4 7 A2, by
using Ad.

If{ = P V 1y, then it is the case that either v = 1V or v = . But then, by induc-
tion hypothesis, @, S, 4 V1 or @, S, Fa V2. In either case, by using /1, it follows that
D, Sy Fa P17 V.

We now show that if @, S, 4 @, then v = . Suppose 7t is a normal proof of &, S, - ¢. It

follows from the Subformula Property (Theorem 16) that the only rules that can be applied are

axy,/\, Vi, e, Veand L.

Suppose that there is an occurrence of the /\e rule or Ve rule in T with major premise &, S’ I y.

We denote by @ the subproof with conclusion S’ I~ y. Note that @ ends in a pure elimination

rule, since 7t is normal and every pure elimination rule and hybrid rule has as its major premise

the conclusion of a pure elimination rule. By Theorem 16, we see that S’ C sf(S,) = S, and

v € sf(S’) C sf(Sy). Buty is of the form &V 3 or &« /A 3, and this contradicts the fact that S,,

is a set of atomic assertions. Hence the elimination rules cannot occur in 7t.

Suppose now that there is an occurrence of the | rule in 7. The premises of this rule are atomic

assertions, and hence not the conclusion of the /Ai or Vi rules. Nor are they the conclusion

of the /e and Ve rules, since elimination rules cannot occur in 7t. Thus they are the result
of the axy rule. This means that there are distinct nonces m, n and a term {b}¢ such that

m < {b}x € S, andn < {b} € S,. This contradicts the definition of S,. Thus we see that

the only rules occurring in 7t are ax;, /\i and Vi. We now show by induction that v =  for all

subproofs 7t/ of 7t with conclusion &, S, F 1.

Suppose the last rule of 7t is ax7. Then 1\ € S, and for somei < n, P = p; orp = —p;. It
can be easily seen by definition of S,, that v = 1.
Suppose the last rule of 7t/ is Ai. Then\p = 1 A3, and @, S, o P71 and @, S,, o 5.
Thus, by induction hypothesis, v |= {1 and v = ;. Therefore v = 1.
Suppose thelast rule of 7t’ is V1. Then1p = 11V, and either @, Sy, b Py or @, Sy, o V2.
Thus, by induction hypothesis, either v = 1 or v = 3. Therefore v = .

<

» Theorem 18. The derivability problem is co-NP-hard.

4.3 Algorithm for checking derivability

Fix Xo, @ and p. In order to check whether Xy, @y + o, we compute all assertions (from a
bounded set) that can be derived from X and @y, and check if &ty belongs to this set. On the face
of it, it looks like more work than necessary, but recall that many assertions need to be anyway
derived on the way to deriving . Thus we look at all the potential assertions that may be derived
in this manner.

Let sf = sf(®o U{xo}), Isfl = N, and st = st(X, @ U{p). Clearly |st| <= N. To check whether
Xo, ®o F &p, we check whether the set derive(Xp, @) = {a € sf | Xo, Do F o} contains .
Below we describe a general procedure to compute derive(X, @) for any X C stand @ C sf.
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For X C stand @ C sf, define
local(X, @) = {x € sf| X, ® I « has a derivation which does not use the V e rule}

A few simple observations about derive and local.
O C local(X, @) C derive(X, @).
local(X, derive(X, @)) = derive(X, derive(X, ®)) = derive(X, @).
If ® = local(X,V¥) for some ¥, then local( X, ®) = ®.

» Lemma 19. local(X, @) is computable in time polynomial in N.

Proof. Let Y = {t € st | X I, t}. By Proposition 5, Y is computed in O(N) time.

In the absence of Ve, there is no branching during proof search. Hence we can compute local(Y)
bottom-up, as detailed below in Algorithm 1.

For ¥ C sf, we define onestep(¥) C sf to be the set

{a € sf | «is the conclusion of a rule r (other than VVe) with premises S C W U Y}.

Two important observations about onestep(V).
Y C onestep(¥), because of the rule ax.
onestep(V) is computable in time O(N?). This is because in all the rules other than Ve, the
antecedents (formulas occurring to the left of I-) in the premises are the same as the antecedents
in the conclusion. Thus we need to consider only consequents (the formulas to the right of I-)
in a proof. This means that we only need to consider all pairs of formulas in ¥ to compute

onestep(\Y).
Since |sff = N and S increases monotonically in Algorithm 1, the while loop runs only for N
iterations. Thus local(V) is computable in time O (N3). <

ALGORITHM 1: Algorithm to compute local(X, @), for X C stand @ C sf
S+ ;S + O;
while (S # S’) do

S« S/

S’ < onestep(S);

end

return S.

We now present the algorithm to compute derive(X, @). Itis presented as the recursive function
f in Algorithm 2.

» Proposition 20 (Soundness). For X C stand @ C sf, f(X, @) C derive(X, ©).

Proof. The proofisbyinduction on N—|®|. If |®| = N, then it is easy to see that no recursive call to
f would be made, and f(X, @) = local(X, @) C derive(X, @). In general, f(X, ) = local(X, DUS),
so it suffices to prove that S C derive(X, @).

So suppose 0 : 3 € S. Then thereisa o : (7 V ay) € ® suchthato : oy ¢ © and
o:02 € O,buto: P € f(X,0U{o: x1}) Nf(X,D U{o: «2}). But by induction hypothesis,
0: P € derive(X,® U{o : o1}) Nderive(X,® U{o : «y}). This means that there are derivations
of X, dU{oc:xi}Fo:Pand X,®U{0: az}F o:p. Sinceo: (1 V 2) € @, we also have
a derivation of X, ® F 0 : (0t7 V «2). Combining all this using the Ve rule, we get a derivation of
X,OF o:pandthuso: f € derive(X, @).

This proves that S C derive(X, @), and we are done. <
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ALGORITHM 2: Algorithm to compute derive(X, @), for X C stand @ C sf

function (X, @)
S+ @
forallo: (a; V) € @ do
ifo:o ¢ Dando: «, ¢ O then
T+ f(X,®@U{o:0});
U<« f(X,®U{o: x2});
S« Su(Tnu);

end

end
return local(X, ® U S)

» Proposition 21 (Completeness). For X C st, ® C sf, derive(X, @) C f(X, @).

Proof. Forall « € sf, we prove thatif « € derive(X, @) then « € f(X, ®@). The proof is by induction
on the structure of a derivation 7t of X, @ - o. There are two cases to consider.
Suppose the last rule r of 7t is not Ve. If ris ax; or axy oreq, « € ® C local(X, D) and
local(X, @) C f(X, D). If ris something else, let P = {f | X, ® + {3 is a premise of r}. Since
each 3 € P is the conclusion of a subproof of 7, by induction hypothesis, P C (X, ®). Now
& € local(X, P) C local(X, f(X, ®)) = f(X, ©).
Suppose the last rule of tis VVe. Then « is of the form o : 3 (where o could also be ¢) and there
are three subproofs of 7t with conclusions X, ® - o : (ot V ap) and X, @ U{o: 1} - 0 : B,
and X, ® U{o: a2} F 0 : B, respectively. If either o : t; € @ or 0 : &y € O, then one of the
immediate subproofs of 7t witnesses the fact that X, ® - o : 3, and we are done, by induction
hypothesis. Otherwise we see by induction hypothesis that

o:Bef(X,dU{o: o) NT(X,DU{o: xz2}).

Thus o : € f(X, D), as required.

» Theorem 22. For X C stand @ C sf, f(X, @) = derive(X, @).
» Theorem 23. The derivability problem is in PSPACE.

Proof. The nesting depth of recursion in the function f is at most N, and the three variables S, T and
U can be seen as bit vectors of size N (encoding subsets of sf). Thus we need to store at most O (N2)
on the stack (and reuse space across “disjoint” invocations). All calls to the subroutine local can be
performed using two global bit vectors, each of size N, and do not add to the space complexity. <«

We have proved that the derivability problem is co-NP-hard, and that it is in PSPACE. This gap
has been bridged in [29], where we prove a co-NP upper bound for several fragments of intuition-
istic logic with disjunction. As is made clear in the proofs, the high complexity of the derivability
problem is mainly due to the disjunction elimination rule, and so it is worth exploring ways to limit
its effect. One simple way of achieving this is to impose an upper bound on the number of disjunc-
tions that occur in @ (independent of the size of ®). The next theorem shows that this modified
problem can be solved in PTIME, using the same procedure we presented earlier.

» Theorem 24. The derivability problem with bounded number of disjunctions is solvable in PTIME.

Proof. If the are only p disjunctions (independent of N), the height of the call tree is bounded by
P, and the degree of each node in the call tree is at most N. Thus the total number of calls to f is at
most NP. Since local can be computed in polynomial time, this theorem follows. <
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4.4 Safety checking

We have studied the complexity of the derivability problem, which pertains to a passive intruder
that only derives new terms and assertions from its store of terms and assertions, without enga-
ging with other agents actively. But the main problem of interest for the formal verification of
protocols is the active intruder deduction problem, which asks whether is an attack on a given pro-
tocol. Formally, an attack on Pris a run of TS(Pr) that leads to an undesirable system state. Since
the problem is undecidable, as mentioned earlier, we place bounds to obtain decidability. We form-
alize intruder deduction (the general and bounded versions) as follows.

» Definition 25 (Safety checking and bounded safety checking). Let Safe be an arbitrary, but fixed safety
predicate (i.e. a set of protocol states).

Safety checking: Given a protocol Pr, is some protocol state s ¢ Safe reachable in TS(Pr) from an
initial protocol state?

k-bounded safety checking: Given Pr, is some protocol state s ¢ Safe with at most k-role instances
reachable in TS(Pr) from an initial protocol state?

» Theorem 26. 1. If membership in Safe is decidable in PSPACE, the k-bounded safety checking w.r.t.
Safe is solved in PSPACE.

2. Ifmembership in Safeis decidable in NP, the k-bounded safety checking w.r.t. Safeis in NP if we restrict
our attention to protocols with at most p disjunctions, for a fixed p.

Proof. 1. Arun of Prstarting from an initial state with at most k role instances is of length linear in
the sum of the lengths of all roles in Pr. A PSPACE algorithm can go through all such runs to see
if an unsafe protocol state is reachable. To check that each action is enabled at the appropriate
protocol state along a run, we need to solve linearly many instances of the derivability problem,
which runs in PSPACE. Thus the problem is in PSPACE.

2. One can guess a sequence of protocol states and actions of length linear in the size of Pr and
verify that all the actions are enabled at the appropriate states. Since we are considering a
protocol with at most p disjunctions for a fixed p, along each run we consider, there will be
at most k * p disjunctions, which is still independent of the size of the input. To check that
actions are enabled at the appropriate states, we need to solve linearly many instances of the
derivability problem (with bounded number of disjunctions this time) which can be done in
polynomial time. Thus the problem is in NP.

<

We leave a finer analysis of the complexity of both the derivability problem and the safety check-
ing problem for future work.

5 Discussion

We have argued that it is worthwhile to extend the Dolev-Yao model of security protocols so that
agents have the capability to communicate assertions about terms in addition to terms. These
assertions play the same role as certificates that may be verified but cannot be generated by the
recipient. We have suggested that such an abstraction allows us to model a variety of such certificate
mechanisms. As a contribution to the theory of security protocols, we delineate the complexity of
the derivability problem and provide a decision procedure. We study the safety checking problem
(which involves the active intruder).

We would like to emphasize here that the main thrust of the paper is the overall framework,
rather than a specific assertion language. We use a minimal logic for assertions, and many exten-
sions by way of connectives or modalities are possible; however, it is best to drive extensions by
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applications that require them. We leave the study of such extensions to future work. We have
indicated another way to enrich the assertion language in Section 3. We added the ability for an as-
sertion to contain placeholders which refer to the accompanying term. Another natural extension
is to use variables in assertions to refer to various parts of the accompanying term. The formal de-
velopment can be carried out on the lines of Section 3. But there are interesting considerations and
technical challenges when we enrich the language with variables and other operators (like equality
and inequality between terms) and connectives (like negation).

Another important aspect is the power of the intruder in these models. We should be careful
that the increased power given to the honest agents of communicating assertions does not allow the
intruder scope for more attacks (than in the basic Dolev-Yao model) by injecting “false” assertions
into the system. Our definitions ensure that the intruder does not have this power, but it is a
challenging question to determine how much we can vary the key definitions while still limiting the
power of the intruder. Quite apart from the intruder’s ability to inject falsehoods is the ability to
learn secrets. It would be an interesting exercise to study in more detail the attacks in the presence
of communicated assertions (in comparison to attacks in the basic Dolev-Yao model).

The central elements of our model are the derivation rules and the state transition rules for
various actions. These define the semantics of protocols for us. We have provided an informal
operational justification of the transition rules in terms of a TTP that verifies proofs. But it is de-
sirable to provide a formal operational model that justifies the various choices made in the handling
of communicated assertions. Of particular relevance here is the rely-guarantee framework for trust
management proposed in [23].

APPENDIX

A Normalization and other proofs

Among the rules, ax1, split, dec and /\e are the pure elimination rules, Ve and L are the hybrid rules,
and the rest (axy, pair, enc, /\i and V1) are the pure introduction rules. The premises of a pure elim-
ination rule or a hybrid rule are classified into major premises and minor premises. For the split, dec
and /\e rules, there is only one premise of the form X, ® I o and that is its major premise. For
the Ve rule, the major premise is the sequent X, ® - ¢ : (aVV 3), involving the disjunction that is
eliminated. For the L rule, both premises are major.

A normal derivation is one satisfying the following conditions:

The major premise of every pure elimination rule or the Ve rule (occurring in the proof) is the

conclusion of a pure elimination rule.

The conclusion of any instance of the L rule is not the premise of any introduction rule.

The conclusion of any instance of the L rule is not the major premise of any hybrid or elimina-

tion rule.

» Definition 27 (Rank of a derivation). Let 7t be a derivation with last rule r and conclusion X, ®  «.
Let 7y, ..., Tty be the immediate subproofs of 7t. Let each 7t; end with rule r; and have conclusion
X, ®@; F o Also, let X, @1 - o1 be the major premise of r. By induction on 7, we define rank()
as follows:

If ris a pure elimination rule and rq is a hybrid rule or pure introduction rule, then

rank(7t) = max(|o¢ |, rank(7t), - - -, rank(7t,)).
If r1 is L and r is a hybrid rule or pure elimination rule or pure introduction rule, then

rank(mt) = max (||, rank(mq), - - -, rank(my,)).
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Otherwise
rank(7t) = max(rank(m), - - - , rank(my,)).

» Proposition 28 (Monotonicity). If there is a proof of X, ® b o with cut rank mand ® C @, then there
is a proof of X, ®' b o with cut rank m.

Proof. Let 7t be a proof of X,® + «, and let ®” = @’ \ @. It is easy to check that replacing
every sequent X,¥ + {3 occurring in mby X,¥ U ®" I f, we still have a valid proof 7/, with
conclusion X, @’ I «. (The point is that in rules involving a discharge of the premises, the discharge
is optional, so if some rule in 7t discharges a formulain @ ", we can apply the same rule in 7t" without
discharging that formula.) Since the structure of the proof does not change, the cut rank remains
the same.

<

» Proposition 29 (Admissibility of Cut). If 717 is a derivation of X, ® + o (with last rule ri) and Tt a
derivation of X, ¥ & B (with last rule r), then there is a derivation @ of X, ® U (W \ {«}) I B such that

rank(®) < max(rank(my ), rank(m), |«).

Further, either the last rule of @ is ror 3 = & and the last rule of @ is ry.

Proof. The proof is by induction on the size of 71, and a case analysis on r. For notational ease, we let
rank(m1) = mq, rank(7t) = m, and n = max(m;, m, |c«|). We present a few sample cases below.
risaxy: If f # «, then f € W\ {a} and we can take @ to be the following proof:

X, 0 U W\ (o) F B

Clearly rank(®) = 0 < nand the last rule of @’ is r.
If = «, then we take @ to be the proof of X, ® U (W \ {a}) I & guaranteed by Monotonicity
(applied to 711). Clearly rank(@) = m; < n.

ris /\i: Then 7t has the following structure:

T T2

X, ¥F B X,VF B,
AL
X, ¥F B

By induction hypothesis, there exist proofs @ and @, with conclusions respectively X, ® U
(W\{a}) F B1and X, ® U (WY \{«}) F B2, both of which have cut ranks at most n. We define
@ to be the following proof:

w1 w2

X, UMW\ {a) F B X, ®U W\ {a}) F B2 AL
X, @ U (Y\{e}) - B

Clearly rank(®) = max(rank(®1), rank(@2)) < n. Further, the last rule of @ isr.
ris VVe: Then 7 has the following structure:
T1
. T2 T3

XYEo:(@Vd) ' X,WUlo:elFp X, WU{o:}F B,
X,V B ¢
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By induction hypothesis, there exist proofs @1, @2 and @3 with conclusions respectively X, ®U
(W\{ah) Fo:(@V), X, 0U((YU{o: o)) \{a}) F Band X, O U ((YU{o: P} \{a}) = B,
all of whose cut ranks are < n. By appealing to Monotonicity if necessary (in the cases when o
is 0 : @ or 0 : 1), we can take the conclusion of @, and @3 tobe X, ® U{c : }U (WY \{a}) F B
and X, @ U{o : Yp}U (W \{a}) I B. @ is the following proof (using © to denote ® U (W \ {ac})):

@1
. ()] @3

1

X.0Fo:(eV) | X,.0U{o: e} B x,@u{&;w}kﬁv
X.0F B ¢

Now if r{’ is a pure elimination, rank(@) < n. Otherwise, rank(®) < max(|¢ V P|,n). But
then eitherr{ =r} (inwhichcase|o: (p V)| < m < n),ora=0: (¢ V)andr] =r (in
which case |0 : (@ V)| = || < n). Thus rank(@) < n. Again the last rule of @ is .

|

» Lemma 30. Suppose Ttis a derivation with conclusion X, ® & ocand last rule rwith rank(m) = m > 0,
and all proper subderivations of Tt are of rank < m. Then the following hold.

1. Ifris a pure elimination rule, || < m.

2. Thereis a derivation 1t of X, ® & o such that rank(7t’) < m.

Proof. Let 711,...,7, be the immediate subproofs of 7. Let each 7t; end with rule r; and have
conclusion X, ®; - «;, and let X, @ F o1 be the major premise of r. Given the conditions of the
lemma, it is clear that rank(7t) = |ot;| = m and one of the following cases holds:

r1 is not a pure elimination rule, r is a pure elimination rule or a hybrid rule, and X7 = X.

r1 is L and ris a pure introduction rule.

1. Ifrisapure elimination rule, then oty = oA\  or &7 =  /\ «, for some 3. But then it is clear
that |&| < |otg] = m.

2. To show the existence of 71, we perform an induction on ||71|| and a case analysis on ry. A few
representative cases are shown below.

It cannot be the case that ry is ax, or eq, since the conclusions of these rules are atomic
formulas, and there can be no hybrid or pure elimination rules with them as major premises.
Suppose 11 is pair. Then rhas to be split. In this case we can take 71’ to be one of the immediate
subproofs of 711, and clearly rank(mt’) < m.

Suppose r1 is enc. Then r has to be dec. In this case we can take 71’ to be one of the immediate
subproofs of 717, and clearly rank(m’) < m.

Suppose r1 is Ai. Then r has to be Ae. In this case we can take 7t’ to be one of the immediate
subproofs of 71, and clearly rank(7’) < m.

Suppose ry is Vi. Then r has to be Ve. Say &1 = 3 V vy and the major premise of ry is
. Note that || < |B V y| = m. Let 72 be the immediate subproof of 7t with conclusion
X, ® U{B} F «, and let 7111 be the subproof of 71; with conclusion X, ® I . Thus we can
apply cut on 7111 and 71, to get a derivation 71’ of X | & such that

rank(7t') < max(|B|, rank(m11), rank(mz)) < m.
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Suppose r is Ve. Now r can be any pure elimination or hybrid rule. We consider the case
when it is Ve. The rest of the cases are similar. Now ot = 3 V 3’ and 7 has the following
form:

71 712 73
: : : 2 3
X, 0 Fy VY X, Uy BV B X, @ Uy BV B ~ :
Ve . .
X, 0+ BV B’ X, ®U{BIFa X,DU{B'}F «
Ve
X, @ F «
Let T, be the following proof
T2 2 3

X, 0 Uy} BV B X, ®U{y, Bl o X, 0 Uy, B}
X, O U{y}F«

Ve

and let T3 be the following proof.

™3 72 73

X, @U{y}FBVR X @Uu{y,Blra X,0U{y,p'}F«
X, Uyt o

Ve

Now it is possible that rank(t2) = rank(t3) = m, but||t2|| < ||7t|| and ||t3]| < ||7t]|. Hence by
induction hypothesis, there are proofs ) and 75, both of cut rank < m, with conclusions
X, ® U{y}F acand X, ® U{y’} I « respectively. We take 7t to be the following proof:

my 7‘.5 g
X, 0 Fy\Vy x@uﬁwm,xmuw@kav
(4
X, 0 F

Now if 71771 ends in a pure elimination,

rank(t'") = max (rank(7t11), rank(m} ), rank(7t5)) < m.

Otherwise rank(7’) < max(m — 1,y Vy’|). Butif 7117 does not end in a pure elimination,
by Vv/| < rank(mt1) < m, and it follows that rank(7t’) < m.

Suppose rq is L. Now r can be any rule. We consider the case when it is VVe. The rest of the
cases are similar. Now oc; = 3 V B’ and 7t has the following form:

T T2
. . 7T 73
X,0Fm<{bh X, ®Fm=<{bl : :
L (m#n) . .
X, 0BV’ X, DU{B}Fa X, ®U{B}F «
Ve
X, ®F
Let T be the following proof
i 2
X,®Fm<{bh X, ®Fm =< {bh
. ! 1L (m#n)

X, 0 F o

Now it is possible that rank(t) = m, but ||T]| < ||7||. Hence by induction hypothesis, there
is a proof 7’ of cut rank < m with conclusion X, ® F «.
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<

» Theorem 31 (Weak normalization). If there is a derivation of X, @ - « then there is a normal derivation
of X, ® F .

Proof. For every derivation 7, define 1(71) to be the pair (d,n) where d = rank(7m), and n is the
number of subderivations of 7 of rank d. If rank(7t) = 0, 7t is already normal. If not, let rank(m) =
d > 0 and let @ be a subderivation of 7t with conclusion X, ¥ F {3 such that rank(®@) = d and no
proper subderivation of @ is of rank > d. By Lemma 30, || < d and there is another derivation
@’ with rank(®’) < d and whose conclusion is X, ¥ I (3. Replace @ by @’ in 7t to get the proof
7t'. Now one subderivation of rank d has been eliminated in the process of going from 7t to v’ But
we need to check that no new derivations of rank > d have been introduced in 7t’. The only way
this can happen is if ®’ ends in an unsafe rule and is the major premise of an elimination rule in
7t’. But then either || < d, or ®’ ends in Ve. In either case, no new subderivation of rank > d
gets introduced. Thus p(7t’) < p(7). Since lexicographic ordering on pairs of natural numbers is a
well order, by repeating the above process we eventually reach a proof of rank 0 — a normal proof,
in other words.

<

» Definition 32. The set of subformulas of &, denoted sf(«), is defined as the smallest set ® C o7
such that

xe®

Ifo: (BAY)€EDoro: (BVYy) e D, then{oc:p,0:v}C .

Ifm<{th e Porm < (t,t') € Dorm < (t’,t) € ®,thenm < t € D.

The set of terms occurring in @, denoted terms(®), is defined to be
myt]o:(m=<1t)esf(@)IUt,t’ |o:(t=1t') €sf(D)}
st(X, @) is defined to be st(X U terms(®)) and sf(X, @) is defined to be
sf(O®) U{m < {bh|m, b, k € st(X, D) N A}.

It is clear that [sf(X, ®)| < 2.N3, where N is the size of X, ®.

» Theorem 33 (Subformula property). Let 7t be a normal derivation with conclusion X, @ = ocand last rule
r.Let X, @' Band X 4 woccurinm. Then @' C sf(®@), B € sf(X, DU{a}) andu € st(X, D U{«}).
Furthermore, if ris a pure elimination rule, then 3 € sf(X, ®) and u € st(X, ®).

Proof. The proof is by induction on the structure of 71, and based on a case analysis on r. We present
a few representative cases here.

Supposeris axj. Then & € © and 7 is of the form

—ax
X,0F «

Clearly p = ccand @' = @. It follows that 3 € sf(X, @) and @' C sf(D).
Suppose ris ax;. Then 7 is of the form

Xl—dym
—a
X, 0Fm=<m

Clearly B = o € sf(X,® U{o}) and @' = @ C sf(D). If X -4, U occurs in 71, thenu = m €
st(X, @ U{a}).

X2
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Suppose ris pair. Then o« = m < (t,t’) and 7t is of the following form:

7_[/

Xta (t,t') X, @ Fm<t X by st(t') N A
X, ®Fm < (t,t)

pair

Clearly m < t € sf(X,«). Now either ®' = ® and f = xor X,®’ + P occurs in 7. In
the second case, by induction hypothesis ®’ C sf(®) and f € sf(X,® U{m < t}). But
sfX, @ U{m < t}) C sf(X,® U{m < (t,t’)}), and hence we are done. If X -4, U occurs in
mu = (t,t') oru € st(t')capB or u € st(X,® U{m < t}) (by induction hypothesis), and
henceu € st(X,® U{m < (t,t’)}).
Suppose r is enc. The proof is similar to the previous case.
Suppose ris split. Then ® = m < t and 7 is of the following form:

/

Tt

X, 0Fm=<(t,t') Xbgst(t)NAB mst(t!)
X, OFm<t

split

Since 7t is a normal proof, the last rule of 7t/ is a pure elimination. Hence, by induction hy-
pothesis, m < (t,t’) € sf(X,®), and hence m < t € sf(X, D) as well. It follows by in-
duction hypothesis that for any X, ®’  f occurring in 71, B € sf(X, ®) and @' C sf(D). If
X kg woccursin 7, u € st(t’) N A oru € st(X, ) (by induction hypothesis), and hence
u e st(X, @ U{m < (t,t')}) = st(X, D).

Suppose ris dec. The proof is similar to the previous case.

Suppose ris Ai. Then « = 0 : (o' A «’) and 7 is of the following form:

7_[/ 7_[//
X,0Fo:a’ X, OFo0:oa”

X, 0 F
Clearly 0: o’ € sf(X, ) and 0 : a” € sf(X, «). Now either ®' = ® and p = xor X, ®' - 3
occurs in 7t/ or 71" In the second and third cases, by induction hypothesis ®’ C sf(®) and
Besf(X,dU{o:a,0:a”}). But then B € sf(X U{x}), sincesf(X,® U{o: a',0:a"}) C
sf(X, ® U{«}). If X k4, u occurs in 71, then by induction hypothesis u € st(X,® U{o: &', 0 :
o'}) C st(X, @ U{ad).

Suppose ris Vi. The proof is similar to the above case.

AL

Suppose ris Ae. The proof is similar to the split case.
Suppose ris Ve. Then 7 is of the following form:

™ ™ 73

X, 0Fo: (V) X,®Ulo: @}« x@u&nmkav
e
X, 0 F«

Again, either ®' = ® and B = cxor X, @’ I 3 occurs in one of the 71;’s. Suppose it occurs in 717.

Notice that since 7t is normal, the last rule of 717 is a pure elimination, and hence by induction
hypothesis, @’ C sf(®) and € sf(X,®@). In particular, since o : (¢ V V) occurs in 7,
o: (V) € sf(X, D) and thus{o : @, 0: P} C sf(X, @). Now suppose that X, D' | 3 occurs
in 71 or 713. Then by induction hypothesis, we have that @' C sf(® U{o: @, 0 : {}) C sf(D),

and B € sf(X, O U{o: @,0:,a}) C sf(X, D U{x}).
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X,0Fo:a

1L (m#n)
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. rl

X,®Fm<b
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enc
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