PROMELA FILE TRANSFER PROTOCOL F

Here is a complete listing of the set of file transfer protocol validation models that
were developed in Chapter 7, with the modifications discussed in Chapter 14. Itisan
error to retrieve fewer parameters in a message input from a channel than defined in
the corresponding channel declaration. Unused parameter fields are therefore set to
zero in sends and receives.

/*

* PROVELA Val idation Mdel - startup script
*

/

#i ncl ude "defines"
#i ncl ude "user"

#i ncl ude "present"
#i ncl ude "session"
#i nclude "fserver"
10 #include "flow cl"
11 #include "datalink"

©CoO~NOOA~WNPE

12

13 init

14 { atom c {

15 run userprc(0); run userprc(l)

16 run present(0); run present(1)

17 run session(0); run session(1)

18 run fserver(0); run fserver(1)

19 run fc(0); run fc(1)

20 run data_link()

21 }

22 }

23

24 [*

25 * dobal Definitions

26 */

27

28 #define LCSS 0 /* message | oss */
29 #define DUPS 0 /* duplicate nsgs */
30 #define QSZ 2 /* queue size */

31

528
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nmype = {
red, white, blue,
abort, accept, ack, sync_ack, close, connect,
create, data, eof, open, reject, sync, transfer,
FATAL, NON_FATAL, COWPLETE
}
chan use_to_pres[2] = [@Z] of { byte };
chan pres_to_use[2] = [@Z] of { byte };
chan pres_to_ses[2] = [@Z] of { byte };
chan ses_to_pres[2] = [QSZ] of { byte, byte };
chan ses_to flow2] = [@SZ] of { byte, byte };
chan flow to_ses[2] = [QSZ] of { byte, byte };
chan dll _to flowf2] = [@SZ] of { byte, byte };
chan flow to_dlI[2] = [@QSZ] of { byte, byte };
chan ses_to_fsrv[2] =[0] of { byte };
chan fsrv_to_ses[2] = [0] of { byte };
/*
* User Layer Validation Mdel
*/
proctype userprc(bit n)

{
use_to_pres[n]!transfer;
if
pres_t o_use[ n] ?accept
pres_to_use[n] ?reject
use_to_pres[n]!abort
fi;
Abor t ed:
if
pres_to_use[ n] ?accept
pres_to_use[n] ?reject
fi;
Done:
ski p
}

/*

-> goto Done
-> goto Done
-> goto Aborted

-> goto Done
-> goto Done

* Presentation Layer Validation Mdel

*/

proctype present(bit n)
{ byte status, uabort;

endl DLE:
do
use_to_pres[n] ?transf
uabort = 0;
br eak
use_t o_pres[n] ?abort
ski p
od;

er ->

->
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APPENDIX F

TRANSFER:
pres_to_ses[n]!transfer;

do

use_to_pres[n] ?abort ->

if

fi

(tuabort) ->
uabort = 1;

pres_to_ses[n]!abort

(uabort) ->
assert (1+1!=2

ses_to_pres[n]?accept,0 ->
got o DONE
ses_to_pres[n] ?reject(status)

if

progr ess:

od;
DONE:

fi

(status == FATAL |
goto FAIL

)

| u

->

abort) ->

(status == NON_FATAL && !uabort)
got o TRANSFER

pres_to_use[n]!accept;
got o endl DLE;

FAI L:

pres_to_use[n]!reject;
goto endl DLE

}
/*

* Session Layer Validation Mdel

*/

proctype session(bit n)

{ bit toggle;

byte type,

endl DLE:

do

od;

st at us;

pres_to_ses[n] ?type ->

if

fi

(type == transfer)
got o DATA QUT
(type != transfer)

flow to_ses[n]?type,0 ->

if

fi

(type == connect)
goto DATA IN
(type != connect)

->

->

/* ignore */

/* ignore */

->

DESIGN AND VALIDATION
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140 DATA I N: /* 1. prepare local file fsrver */
141 ses_to_fsrv[n]!create;

142 do

143 fsrv_to_ses[n]?reject ->

144 ses_to_flown]!reject,O;

145 goto endl DLE

146 fsrv_to_ses[n]?accept ->

147 ses_to_flow n]!accept, O;

148 br eak

149 od;

150 /* 2. Receive the data, upto eof */
151 do

152 :: flow_to_ses[n]?data, 0 ->

153 ses_to_fsrv[n]!data

154 flow to_ses[n]?eof,0 ->

155 ses_to_fsrv[n]!eof;

156 br eak

157 pres_to_ses[n] ?transfer ->

158 ses_to_pres[n]!reject( NON_FATAL)

159 flow to_ses[n]?close, 0 -> /* renmote user aborted */
160 ses_to_fsrv[n]!close;

161 br eak

162 ti meout -> /* got disconnected */
163 ses_to_fsrv[n]!close;

164 goto endl DLE

165 od;

166 /* 3. Cose the connection */
167 ses_to_flow n]!close,Q0;

168 goto endl DLE;

169

170 DATA _QUT: /* 1. prepare local file fsrver */
171 ses_to_fsrv[n]!open;

172 if

173 fsrv_to_ses[n]?reject ->

174 ses_to_pres[n]!reject(FATAL);

175 goto endl DLE

176 fsrv_to_ses[n]?accept ->

177 ski p

178 fi;

179 /* 2. initialize flow control */
180 ses_to_flow n]!sync, toggle;

181 do

182 atom c {

183 flow_ to_ses[n]?sync_ack, type ->

184 if

185 (type != toggle)

186 (type == toggle) -> break

187 fi

188 }

189 ti meout ->

190 ses_to_fsrv[n]!close;

191 ses_to_pres[n]!reject(FATAL);

192 goto endl DLE

193

od;

531
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194 toggle = 1 - toggle;

195 /* 3. prepare renote file fsrver */
196 ses_to_flow n]!connect, 0;

197 if

198 :: flow to_ses[n]?reject,0 ->

199 ses_to_fsrv[n]!close;

200 ses_to_pres[n]!reject(FATAL);

201 goto endl DLE

202 ;. flow_to_ses[n]?connect,0 ->

203 ses_to_fsrv[n]!close;

204 ses_to_pres[n]!reject( NON_FATAL);
205 goto endl DLE

206 . flow_to_ses[n]?accept,0 ->

207 skip

208 c tinmeout ->

209 ses_to_fsrv[n]!close;

210 ses_to_pres[n]!reject(FATAL);

211 goto endl DLE

212 fi;

213 /* 4. Transmit the data, upto eof */
214 do

215 :: fsrv_to_ses[n]?data ->

216 ses_to_flown]!data, O

217 ;. fsrv_to_ses[n]?eof ->

218 ses_to_flow n]!eof,O;

219 status = COWPLETE;

220 br eak

221 ©: pres_to_ses[n]?abort -> /* local user aborted */
222 ses_to_fsrv[n]!close;

223 ses_to_flow n]!close,Q0;

224 status = FATAL;

225 br eak

226 od;

227 /* 5. Cose the connection */
228 do

229 ;. pres_to_ses[n]?abort /* ignore */
230 :: flow_ to_ses[n]?close, 0 ->

231 if

232 :: (status == COWPLETE) ->

233 ses_to_pres[n]!laccept, O

234 :: (status != COWLETE) ->

235 ses_to_pres[n]!lreject(status)
236 fi;

237 br eak

238 c tinmeout ->

239 ses_to_pres[n]!reject(FATAL);

240 br eak

241 od;

242 goto endl DLE

243 }

244

245 [ *

246 * File Server Validation Mdel
247 *]
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proctype fserver(bit n)

{

end: do
i1 ses_to_fsrv[n]?create -> /* incom ng */

if
fsrv_to_ses[n]!reject
fsrv_to_ses[n]!accept ->
do
ses_to_fsrv[n]?data
ses_to_fsrv[n]?eof -> break
ses_to_fsrv[n] ?cl ose -> break
od
f
ses_to_fsrv[n]?open -> /* outgoing */
if
fsrv_to_ses[n]!reject
fsrv_to_ses[n]!accept ->
do
fsrv_to_ses[n]!data -> progress: skip
ses_to_fsrv[n]?cl ose -> break
fsrv_to_ses[n]!eof -> break
od
f
od
}
/*
* Flow Control Layer Validation Mde
*/

#define true 1

#define fal se 0

#define M 4 /* range sequence nunbers */

#tdefine W 2 /* w ndow size: M2 */

proctype fc(bit n)

{ bool busy[M; /* out standi ng nessages */
byte q; /* seq# ol dest unacked nmsg */
byt e m /* seq# | ast nsg received */
byt e S; /* seq# next nsg to send */
byte wi ndow, /* nr of outstanding msgs */
byt e type; /* msg type */
bi t received[M; /* receiver housekeepi ng */
bi t X; /* scratch variable */
byt e p; /* seq# of |ast nsg acked */
byte I _buf[M, Obuf[M; /* message buffers */
/* sender part */

end: do

atom c {
(Wi ndow < W && len(ses_to_flown]) > 0
& len(flow to_dll[n]) < Qs2) ->
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ses_to_flow n] ?type, x;
wi ndow = wi ndow + 1;
busy[s] = true;
O buf[s] = type;
flow to_dlI[n]!type,s;
if
(type !'= sync) ->
S (s+1) 9
(type == sync) ->
wi ndow = 0;

s =M
do
(s >0) ->
s = s-1;
busy[s] = false
(s ==0) ->
br eak
od

fi

atom c {
(wi ndow > 0 && busy[q] == false) ->
w ndow = wi ndow - 1;

q = (g+1) oM
}
#i f DUPS
atom c {
(len(flow_ to_dll[n]) < QZ
&& wi ndow > 0 && busy[q] == true) ->
flow to_dlI[n]! Obuf[q],q
}
#endi f
atom c {
(timeout & & len(flow to_dll[n]) < QSZ
&& wi ndow > 0 && busy[q] == true) ->
flowto_dlI[n]! Obuf[q]l,q
}
/* receiver part */
#if LOSS

dll _to_flow n]?type, m/* | ose any nessage */
#endi f
oodil_to_flown] ?type, m->
if

: atomic {
(type == ack) ->
busy[n] = false

atom ¢ {
(type == sync) ->
flow to_dlI[n]!sync_ack, m
m= 0;
do
(m< M ->
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389
390 /+*

od
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received[n] = 0;
m= mtl
(m == ->
br eak
od
}
(type == sync_ack) ->
flow to_ses[n]!sync_ack, m
(type !'= ack && type != sync && type != sync_ack)->
if

atom c {
(received[m == true) ->
x = ((0<p-m && p-m<=W
|L (0<p- mtM && p- mMc=W ) };
i
(x) -> flow to_dll[n]!ack, m
('x) /* else skip */
fi
atom ¢ {
(received[ml == false) ->
| _buf[m = type;
received[m = true;
received[(mwWM % = fal se
}
fi
fi
(received[p] == true & & len(flow_ to_ses[n])<QSZ

&% len(flow to_dll[n])<Qsz) ->

flow to_ses[n]!l_buf[p], O;
flow to_dll[n]!ack,p;

p:

(p+1l) 9m

391 * Datalink Layer Validation Mdel

392 */
393

394 proctype data_link()
byte type,

395 {
396

397 end:

398
399
400
401
402
403
404
405
406
407
408
409 }

od

do

seq;

flow to_dlI[0] ?type, seq ->

if

fi

dil _to_flow 1] !type, seq
skip /* | ose nessage */

flow to_dlI[1] ?type, seq ->

if

fi

dil _to_flow0]!type, seq
skip /* | ose nessage */
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