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Cryptographic operations — viewed logically
@ Encryption is used to hide information
t k
{t}
@ Decryption requires the corresponding inverse key

{t}i inv(k)

encrypt

decrypt

o Want to bundle some data together? Concatenate them!
S )
( tl > tz)

@ You can split a bundle anytime you want to

(to, 1)

1

pair

split, (i =0,1)



Cryptographic operations ...

@ Useful protocols can be built by composing these operations

A—B: { (l.dA, T’l)}pubk”
B—A: { n}pubk‘,\

@ But we want more — for some applications like electronic voting

@ Can A get B’s signature on a note 7, without revealing the contents to
B?



Blind signatures

A picks a random number 7, and sends [ {7} 1, 72| to B

[a, b] is a different kind of bundle - can be unbundled only by
someone who has at least one of the components

B signs the bundle - {| {r}puka, 1]} priv ks
But magically the signature seeps through — [, {7} ;x|

There are implementations with all these properties — standard RSA
encryption along with multiplication serving as the special bundling

A receives the signed term and can retrieve {71}, from it, since she
has r



Blind pairs
@ One can form blind pairs
h b

[t1, t2]

blindpair

@ One can unpack blind pairs, provided one of the components is already
in one’s possession

to, t ti
loot] 6l blindsplit,
f1-i

@ All encryptions seep into blind pairs

{61 e = [t} {1 1]
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© 1he Dolev-Yao model



— Ax (te X
X+t ( )

The basic model

X+ (to, 1) Xty X+t
_ spliti (i =0, 1) ——————_— pair
X+t X+ (to,t1)
X+A{t}e Xrinv(k) X+t Xr+k
decrypt ————— encrypt
X+t X+ {th

destruction rules

construction rules

Figure: Derivation rules



Decidability

@ The passive intruder deduction problem: given X and ¢, check if there
is proof of X + ¢
@ This problem is decidable.
e A notion of normal proofs.
e If X I t is provable, there is a normal proof of X + .
e Every term r occurring in a normal proof of X i ¢ is a subterm of
Xu{t}.
e Derive bounds on the size of normal proofs from this.



Non-normal proofs

@ An example:
— Ax — Ax

pair

(t.1)

split,,



Non-normal proofs

@ An example:

— Ax — Ax
t t

pair

(t.)
split,,
@ Another one:
— Ax — Ax
t k
—— encrypt —— Ax
{t}x k

decrypt



s L2

t t'
pair
(t.t)
split,,
mo 2
t k :
pair T
{t}« inv(k)
———— decrypt

Normalization rules

- m



Subterm property

Lemma
If 0 is a normal proof of X + t and r occurs in 7:
@ rest(Xu{t})

@ if 7 ends in a destruction rule, then r € st( X ).



Subterm property

Lemma
If 0 is a normal proof of X + t and r occurs in 7:
o rest(Xu{t})

@ if 7r ends in a destruction rule, then r < st(X).

@ if r occurs in 717,

o rest(Xu{t})
encrypt

@ if r occurs in 75,
rest(Xu{k})

@ therefore, if 7 occurs in 7,
rest(XU{{t}e})



Subterm property

Lemma
If 0 is a normal proof of X + t and r occurs in 7:
@ rest(Xu{t})

@ if 71 ends in a destruction rule, then r € st(X).

. . @ if r occurs in 777 or 1,
- o

. L2 s
est(XuU )
decrypt @ since 77 is normal, 77; does not

end with the encrypt rule

@ so it ends with a destruction
rule,and {7} € st(X)

@ 5o any r occurring in 77 is in
st(X).



A polynomial-time algorithm
@ The height of a normal proof of X - # is bounded by n = |st(X U {})|.
@ Let Xo =X
@ Compute X; = one-step-derivable(X; ;) nst(X U {t}),fori <n
@ Checkif t € X!



Distributive encryption in Dolev-Yao

T = m ‘ (tl) tz) ‘ [tl, tz] ‘ {t}k

Normal terms: Terms that do not contain a subterm of the form {[;, 1>} .
For a term , get its normal form #| by pushing encryptions over blind pairs,
all the way inside.



Distributive encryption in Dolev-Yao

T u= m|(t, ) | [t t2] [{t}k

Normal terms: Terms that do not contain a subterm of the form {[;, 1>} .
For a term , get its normal form #| by pushing encryptions over blind pairs,

all the way inside.

[t t'] k

— encrypt
({thed {thid]

{t}ed  inv(k)

decrypt

(to,t1)

[to- il til

split;

blindsplit,

Figure: analz and

rules for normal terms (with assumptions from X ¢ .7)



Alternative theories
@ A simpler system.
[t ] imv(K)
Y invcry> m]

Passive intruder deduction is ptime decidable.
@ A much harder system.

th+-+te k
{t}e++ {tedn

oAt lp+otbym Lottty to+iy

b+t tpg —tmer = —tn
Decidable but non-elementary upper bound.

@ Our system: Decidable with a dexptime upper bound and a dexptime
lower bound.



Related work

@ What about other cryptographic primitives?

o Diffie-Hellman encryption, exclusive or, homomorphic encryption,
blind signatures, ...

@ Alarge body of results:

@ But distributive encryption is an especially hard case that is not
subsumed by these theories
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© Size lower bounds



No subterm property!

Ax — Ax
[a,b] k
encrypt

[{a}r {b}k] {b}
{a}k

Ax
© blindsplit,




Proof size lower bounds

Theorem
For every n, there exist X,,, t,, such that:
Q size(X,, t,)is O(n)
Q@ X, +t,
@ Anyproof of X, - t, is of size at least 2"".



Exponential size proof

o K =1{k, k' ko, ki}.0will denote k, 1 will denote k;
@ 1 is the reverse of the 7-bit representation of 72 € {0,...,2" —1}

@ X is the following set:
{a}kok

[{b1}o,al, [{b2}0, b1), .., [{bn}o, bu-1]
[{bi}al, [{b2}1, b1], - - o [{bn }1, b ]
[{a}i bal, [{c}2nm1, a]

o The following sequent can be derived:

Xo, K = {c}ankipk--kigkok



Exponential size proof ...

@ X is the following set (where ¢ ranges over { k, k;, k }:

{edr> [{efer €]

[{go}o,el. [{g}e, gols - - [{gn+1}er gnl
[{fotuel, [{fite fol- s [{fusites fu]

@ The following derivations are possible, where
x,ye{k, ko, ki}* |yl =n+1

X, K+ {E}ngk/

X, K+ {gn}yOkuk’
X1, K+ {fn}ylxkgk’



Exponential size proof ...

@ X, is the following set :
[[e; {c}o], ful, [[d, {ch], gn]
[[d,{d}o], gnl. [[d: {d}1], fn]

@ The following derivation is possible:

XI)XZ)K) {C}ﬂijk’ F {C}jxk’



Exponential size proof ...

@ X, is the following set :
[[e; {c}o], ful, [[d, {ch], gn]
[[d,{d}o], gnl. [[d: {d}1], fn]

@ The following derivation is possible:

XI)XZ)K) {C}ﬂijk’ F {C}jxk’

@ To prevent accidental decryptions, we actually take X to be:

[[[[e: {c}o]s ful {c}ol, fuls [[ds {ch], gnls {ch]s gl -



Exponential size proof ...

X:X()UXIUXZUI<

X+ { Cc } ok

One can also prove that every derivation of the above contains the term
{ € }2n1ki, k- -kis kok'» but arbitrary derivations are hard to analyze!

Strategy: Show that every proof can be transformed to a normal proof
without introducing new terms in the proof, and analyze normal
proofs.
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Q@ Complexity lower bound



Alternating pushdown systems

Definition

An alternating pushdown system is a triple &7 = (P, I', = ) where:
@ P isafinite set of control locations,
o ['isa finite stack alphabet,

o and —C P x I x 211" is a finite set of transition rules.

Transitions are written (a, x) < {(by,x1), ..., (b, x,) ).



Alternating pushdown systems ...

Definition
A configuration is a pair (a, x ) where o € Pand x € ['*. Given a set of
conﬁgurations C, a configuration (a, x), and 7 > 0, we say that
(a,x) =, Cifl:
@ (a,x)eCandi=0,or
o thereisa transition (a, y) = {(by, y1),..., (b, y,)}of Z,ze 17,
and i;,...,7,suchthati =i +--+i,+land x = yzand
(bj,yjz) =, Cforall je{l,...,n}.
We say that (a,x) = » Ciff (a,x) = »; C for some i > 0.



Alternating pushdown systems ...

Theorem (. )

The backwards-reachability problem for alternating pushdown systems,
which asks, given an APDS 7 and configurations (s, x;) and (f, xy),
whether (s, x;) = » (f,x), is dexptime-complete.



The reduction

Given an APDS .7 = (P, T', = ), with rules in > are numbered 1 to ¢ and
two configurations (s, x) and (f,x/).

Take M = P U {c,, | 1< m < £} to be a set of atomic terms, and

K =T u{d, e} tobeaset of non-symmetric keys.

Suppose the 71" rule is:

(a,x) [ {(bl,xl), ey (b,,,x,,)}
This gets translated to the following term r,,,:

Fm = [[[[r:n’ {b1}x ] {b2} ] {bnfl}xw]’ {b}x, |, where
O = [ [[{emba {a}e ] {bita ] {bn-1} o,y [ {bn ), |-



The reduction ...

We take X to be the set
{rm[1<m <y u{{flxe}v{{emla|1<m<eyuTU{e}.

Theorem

(S,XS) =2 (f’ xf) I,ﬁX F {S}x,ge-

Theorem

The passive intruder deduction problem is dexptime-hard.
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Proof normalization

i '’ o 5 i s
[l t” : 6 t, k t” k
— blindpair - p encrypt - encrypt
[t t"] k {t' el {3l
— encrypt blindpair
[{t ids {7l ] [{ ids {7l ]
TN e A
{thd {3 {t'hel inv(k) {1}l inv(k)
_— indpair — ecrypt —— ecrypt
blindpai decryp decryp
({3 {7 Hed] inv(k) t t"
decrypt blindpair
[t’,t”] [t’,t”]

Figure: The normalization rules I



Proof normalization ...

: i - ' ) - )
[tt'] [tt'] & t' k
blindsplit ——  encrypt e
t k ({3 e {1 3] {3l
encrypt blin
{thel {thel
' " ' 5 e
[ o {3l ] {3l s [ ds {3l ] inv(k) {t'}l i
blindsplit . decrypt ————
{t}id inv(k) [t.t] t'
decrypt blii
t t

Figure: The normalization rules II



Proof normalization ...

Lemma

Whenever X + t, there is a normal proof of t from X.



Proof normalization ...

Lemma

Whenever X + t, there is a normal proof of t from X.

Lemma

Let 7 be a normal proof of t from X, and let 6 be a sub-proof of 7 with root
labelled r. Then the following hold:

@ If O ends with an analz rule, then for every u occurring in § there is
p € st(X) and keyword x such that v = {p} ...

@ If O ends with a synth rule, then for every u occurring in 0, either
uest(Xu{r}y)orthereis p € st(X) and keyword x such that
u={phxl.

@ Ifthe last rule of  is decrypt or split with major premise 11, then
ry € st(X).
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Q@ Upper bound proofs



Decidability: the proof idea
@ Show that every term in a normal proof of X + 7 is of the form {p } .
where p € st(X U {}) and x is a sequence of keys from s¢( X U {1} ).
@ Show that foreach p € st(X U {1}), ¥, = {x e [ X+ {p}.}isa
regular set.
@ To check whether X + £, check whether ¢ € .%.



Decidability: the proof idea

@ Show that every term in a normal proof of X - 7 is of the form {p} .
where p € st(X U {}) and x is a sequence of keys from s¢( X U {1} ).

@ Show that for each p € st(X U {1}), £, = {x e 7| X+ {p},}isa
regular set.

@ To check whether X + £, check whether ¢ € .%.

@ Properties of the .:
o kxe Z,iftxe

{p}tx

o ifxe ,andx e .77, thenx e &)
o ifx e Y, and e € /), then xk € 7,
("]

ifee{t},andeciny(k)thene e t.



An example

([t '] {t o k= {t}x

©

O

the set of subterms



An example

{[t '] {t" o e} = {t}x

O——)

O

t',[t,¢"] -~ t and ¢" encrypted with k is { '},



An example

([t '] {t o k= {t}x

O——@

(——0

the initial set of terms X



An example

([t '] {t o k= {t}x

—©®

o—%

keXandt':k>f



An example

([t '] {t o k= {t}x

®




Another example

the set of subterms



Another example

{[6A3). ¢ k) e t

{6 {t ] Ht



Another example

{6l bk} -t

() ——C

the initial set of terms X



Another example

{[6A3). ¢ k) e t

9

keX



Another example

{[t.A{t i)t k-t

N

[



Another example

{6l bk} -t

A\

|



The automaton construction

Similar to the construction in [ ]

JZ/,‘ = (Q,Z,Hi,F%Q = You{f},Z:Ko,andF: {f}



The automaton construction

Similar to the construction in | ]

C’/, = (Q,Z,‘—H,F),Q =Yyu {f},Z = Ko,andF = {f}

k
o @ ifteYy keKgpsuchthat {t}rle Yo, thent —¢ {{t}x!}.
@ ift,t',t" € Yy such that t is the conclusion of an instance of the
blindpair or blindsplit, rules with premises t" and ¢/, then

tSo {t, 1)



The automaton construction

Similar to the construction in | ]

i =(Q,2,-1,F),Q=Yyu{f},Z=Kp,and F = {f}.

k
o @ ifteYy keKgpsuchthat {t}rle Yo, thent —¢ {{t}x!}.
@ ift,t',t" € Yy such that t is the conclusion of an instance of the
blindpair or blindsplit, rules with premises t" and ¢/, then

tSo {t, 1)

o Q ifg :a>,- C, then g <f>,<+1 C.
@ if{t}xle Yoand t :k>,» C, then {t}kifim C.
@ ifkeKoandk =; {f) then f 5.0 {f).

@ ifT C Yy, t € Yy, and if there is an instance r of one of the rules whose
set of premises is (exactly) I and conclusion is ¢ the following holds:

ifu=; {f}foreveryu eT, thent <y {f}.



Correctness of the construction

Theorem
(Completeness) For any t € Yo and any keyword x, if Xo + {t} |, then there
exists i > 0 such that t =; {f}.



Correctness of the construction

Theorem
(Completeness) For any t € Yo and any keyword x, if Xo + {t} |, then there
exists i > 0 such that t =; {f}.

Lemma

Suppose i,d >0, t € Yy, x,y € Kj, and C ¢ Q (with D = C n Yp). Suppose
the following also hold: 1) t éi,d C,and2) C C Yy or Xo + y. Then
Xou{D}, + {t}x,.



Correctness of the construction

Theorem
(Completeness) For any t € Yo and any keyword x, if Xo + {t} |, then there
exists i > 0 such that t =; {f}.

Lemma

Suppose i,d >0, t € Yy, x,y € Kj, and C ¢ Q (with D = C n Yp). Suppose
the following also hold: 1) t éi,d C,and2) C C Yy or Xo + y. Then
Xou{D}, + {t}x,.

Theorem

(Soundness) For any i, any t € Yy, and any keyword x, if t =, {f}, then
Xo+ {l‘}xl,.



Complexity

Theorem
The problem of checking whether X + t, given X and t, is solvable in time
2000 where 1 is the size of X U {1}).

Proof.

The automaton saturation procedure only adds transitions, and the total

number of transitions possible is 2°(""). Each refinement step takes time
2()(11) )



Summary

o Interesting extension of the Dolev-Yao theory
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Summary

Interesting extension of the Dolev-Yao theory

One of the very few lower bound results for the passive intruder
deduction problem

Both upper and lower bound proofs reveal interesting connections with
some automata models

Results can be extended to systems which use constructed keys rather
than atomic keys, and also systems which treat the blind pair operator
to be associative.



Summary

Interesting extension of the Dolev-Yao theory

One of the very few lower bound results for the passive intruder
deduction problem

Both upper and lower bound proofs reveal interesting connections with
some automata models

Results can be extended to systems which use constructed keys rather
than atomic keys, and also systems which treat the blind pair operator
to be associative.

Hard problem (yet to be tackled): Getting better upper bounds for the
theory which considers an abelian group operator with distributive
encryption, improving



Dsvedleores?
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