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Module 1:

A problem in concurrency
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P, ... Py: processes

So .- 831 resources

Process P; can execute
only if
it has access to resources

S(i—l) mod 4 and Si mod 4

How should the processes be scheduled so that every process can execute
infinitely often?
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Dining philosophers problem mijistra)

Py ... Py philosophers

So .- S50 chop-sticks

P, Philosopher P, can eat
only if
he has access to chop-sticks

S(i—l) mod 4 and Si mod 4

What should the protocol be so that every philosopher can eat infinitely
often?



Coming next: A protocol for the dining philosophers



sticks[i]:=i

have_left

sticks[i-1]:=i

—

sticks[i]=free
sticks[i-1]=free

return

Philosopher i

req_right

sticks[i-1]:=1

sticks[i]:=i



Philosopher i

req_right

sticks[i]:=i sticks[i-1]:=1

have_left

sticks[i-1]:=i sticks[i]:=i

—

return
sticks[i]=free
sticks[i-1]=free

NuSMYV demo



A deadlock

[( think, think, think, think )]
i

[( have_left, have_left, have_left, have_left )]




In this unit...

What properties should be checked to detect deadlocks?
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In this unit...

What properties should be checked to detect deadlocks?

» Module 2: Attach a mathematical meaning to properties
» Module 3, 4: Different examples of properties

» Module 5: Answer to the question
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Module 2:
What is a “property”?



Goal: Attach a mathematical meaning to “property”



request=1
busy

request=1
ready

request=0
busy

request=0
ready

MODULE main
VAR
request: boolean;

status: {ready, busy}

ASSIGN
init(status) := ready;
next (status) := case

request : busy;
TRUE : {ready,busy};

esac;
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{r} {ppa}
MODULE main
t=1 t=1
reques reques VAR
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{p:} {pvpa}
MODULE main
t=1 t=1
reques reques VAR
ready busy
request: boolean;
status: {ready, busy}
ASSIGN
init(status) := ready;
next (status) := case
request=0 request=0 request : busy;
ready busy
TRUE : {ready,busy};
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{r} {ppa}
MODULE main
t=1 t=1
ready busy
request: boolean;
status: {ready, busy}
ASSIGN
init(status) := ready;
next (status) := case
request=0 request=0 request : busy;
ready busy
TRUE : {ready,busy};
{} {pZ } esac;

Atomic propositions

pi: (request=1) P, (status=busy)
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Execution

request=0 {}

ready

request=0

busy {pZ }
request=0

ready { }
request=1

busy {pl’pZ }

request=1

busy

il feil [




Execution

el ()

el U

‘L‘LE (P02}
rellf:;ﬂ {rops}

il feil [




Execution Trace

request=0 {}

ready

el ()

quE 0

‘L‘LE (P02}
rellf:;ﬂ {rops}
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Execution Trace

request=0 {}

ready

el ()

quE 0

‘L‘LE {pips}
rellf:;ﬂ {rops}

il feil [

equ

busy {pZ }

equ

- 12028

e st=0
L ﬁsy {r.}

il feil [

Execution Trace

request=1 { » }
1

ready

bf:;=1 {pops}

est=0

est=1

5
5




AP = { pppy ootp }
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AP= { pipy ot}

PowerSex(AP) = {{}, {p,}, ..., (P}
{oop b ipos b s {oevte b

{pispy st

Trace(Execution) is an infinite word over PowerSet(AP)

Traces(TS) is the { Trace(c) | o is an execution of the TS }
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{r}

request=1
ready

2028

request=1
busy

request =0
busy

{2}

Traces: (UL}
e }{ﬁz}{pz}{ IRV
{piHpopa M Hpora H s }{m,pz}---
{ Hoopa b popa YHpopa b -

Heovea Hpop



Traces of a TS describe its behaviour with respect to the atomic
propositions
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Coming next: What is a property?
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AP-INF = set of infinite words over PowerSet(AP)
Property 1: p, is always true
{A,AA,--- € AP-INF | each A, contains p, }

oot Hoec M H e H e e b
{oHpop e Hpop Yoo Hpopa b -

Property 2: p, is true at least once and p, is always true

{ AcA A, - € AP-INF | exists A; containing p; and every A; contains p, }

{2 Hpop Hip H i H i Hpop e b oo
{rp 3 p }.{Pz}{l’z}{ﬁz}m
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AP-INF = set of infinite words over PowerSet(AP)

A property over AP is a subset of AP-INF
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When does a transition system satisfy a property?
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AP={p,p, }

Transition System

{pi} Q{Pl’Pz}

request=1 request=1
ready busy

request=0 request=0
ready busy
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AP={p,p, }

Transition System

{pi} Q{Pl’Pz}

request=1 request=1
ready busy

request=0 request=0
ready busy

Property

Gp,
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AP={p,p, }

Transition System Property

{pi} Q{/’pPz}

request=1 request=1
ready busy

Gp,

request=0 request=0
ready busy

Transition system 7§ satisfies property P if

Traces(7S) C P
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A property over AP is a subset of AP-INF



A property over AP is a subset of AP-INF

— hence also called Linear-time property
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Module 3:

Invariants



Atomic propositions AP = { p,,p, }

pq: request=1 p,: status=busy
{r} {p1r2}
request=1

request=1
ready

busy

request=0
busy

request=0
ready

{r.}



Atomic propositions AP = { p, 5,735,704 }

pi:prl.location=crit pr:prl.location=wait

p3: pr2.location=crit P4 pr2.location=wait
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Atomic propositions AP = { p,,p, }

py: request=1 p,: status=busy

{rt O{Pl’Pz}

request=1 request=1
ready busy

request=0 request=0
ready busy

{}U " Uy

AP-INF = set of infinite words over PowerSet(AP)
Property 2: p, A —p, is always true
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e e H e M e )

6/11



Atomic propositions AP = { p,,p, }

py: request=1 p,: status=busy

{rt O{Pl’Pz}

request=1 request=1
ready busy
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AP-INF = set of infinite words over PowerSet(AP)
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Atomic propositions AP = { p,,p, }

py: request=1 p,: status=busy

{rt O{Pl’Pz}

request=1 request=1
ready busy

request=0 request=0
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AP-INF = set of infinite words over PowerSet(AP)
Property 2: p, A —p, is always true
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AP-INF = set of infinite words over PowerSet(AP)
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Invariants

AP-INF = set of infinite words over PowerSet(AP)

Property: ¢ is always true
(where ¢ is a boolean expression over AP)

{ AGA A, --- € AP-INF | each A; satisfies ¢ }

A property of the above form is called invariant property

It is written as G ¢



Atomic propositions AP = { p, 5,735,024 }

pi:prl.location=crit pr:prl.location=wait

p3: pr2.location=crit p4: pr2.location=wait

Above TS satisfies invariant property G = (p; A p;)
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Algorithm

Input: A TS and property G ¢
Output: Does TS satisfy invariant G ¢?
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Algorithm

Input: A TS and property G ¢
Output: Does TS satisfy invariant G ¢?

A TS satisfies an invariant qS
if and only if
every reachable state of the TS satisfies ¢



{r} Q{pl,pz}

N request=1 request=1
ready busy

request=0 request=0
| ready busy
~—
I U U {m}

Property to check: G p;

set R, stack U, bool &
for all initial states s

if s¢ R then
visit(s)

endif

return b

procedure visit (states s)

push(s,U); R:=R U {s}
while (U is not empty)
s = top(U)
if Post(s') C R then
pop(U)
bi=bA(EP)
else
let s € Post(s') \ R
push(s”,U)
R:=RU {/}
endif

endwhile



tr} Q{P"pz} set R, stack U, bool b

request=1 request=1 ...
->[ . ]—»[ s ] for all initial states s

if s¢ R then
visit(s)
endif
return b
->[ reg‘e‘:;=° ]—> “‘gf:yt:‘) ] procedure visit (states s)
0 ~— U{ | push(s,U); R:=R U {s}
i & while (U is not empty)
Property to check: G p; J = top(U)
if Post(s') C R then
pop(U)
bi=bA(EP)
else
let s € Post(s') \ R
push(s”,U)
R:=RU {/}
request=1 request=1 dif
reas rea 1 en
[ =z ] [ B ] endwhile
R U b
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ready busy
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ready ready
R U

set R, stack U, bool
for all initial states s
if s¢ R then
visit(s)
endif
return b
procedure visit (states s)
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busy busy
request=1 request=1
busy busy
request=1 request=1
ready ready
R U

set R, stack U, bool
for all initial states s
if s¢ R then
visit(s)
endif
return b
procedure visit (states s)
push(s,U); R:=R U {s}
while (U is not empty)
s = top(U)
if Post(s') C R then
pop(U)
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else
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endif
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0 {popt

t=1
_)[ reques

ready

request=1
busy

_)[ request=0

ready

request=0
busy

{}U — U

Property to check: G p;
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request=0 request=0
busy busy

request=1 request=1
busy busy

request=1 request=1
ready ready

R U

set R, stack U, bool
for all initial states s
if s¢ R then
visit(s)
endif
return b
procedure visit (states s)
push(s,U); R:=R U {s}
while (U is not empty)
s = top(U)
if Post(s') C R then
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set R, stack U, bool
for all initial states s
if s¢ R then
visit(s)
endif
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procedure visit (states s)
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bi=bA(EP)
else
let s € Post(s') \ R
push(s”,U)
R:=RU {/}
endif

endwhile

10/11



{r} Q{pl,pz}

N request=1 request=1
ready busy

request=0 request=0
| ready busy
~—
I U U {m}

Property to check: G p;

request=0
busy

request=0
busy

request=0
busy

request=1 request=1
busy busy

request=1 request=1
ready ready

R U

set R, stack U, bool
for all initial states s
if s¢ R then
visit(s)
endif
return b
procedure visit (states s)
push(s,U); R:=R U {s}
while (U is not empty)
s = top(U)
if Post(s') C R then
pop(U)
bi=bA(EP)
else
let s € Post(s') \ R
push(s”,U)
R:=RU {/}
endif
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{r} Q“’l’pl} set R, stack U, bool

_)[ = ] ,[ e ] for all initial states s
if s¢ R then
visit(s)
endif
return b
_)[ reg\ex;si;=0 I re%‘f:yFo ] procedure visit (states s)
<___> ush(s,U); R:=R U {s

while (U is not empty)
Property to check: G p; 5" :=top(U)

if Post(s') C R then
pop(U)

request=0 = /=
request=0 clse 7 /
busy let s € Post(s') \ R

[re?ésm ] [reiuesm ] push(s”, U) §
usy usy R:=R U {S }
& EE 0 i
R U b
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{r} Q“’l’pl} set R, stack U, bool

_)[ = ] ,[ e ] for all initial states s
if s¢ R then
visit(s)
endif
return b
_)[ reg\ex;si;=0 I re%‘f:yFo ] procedure visit (states s)
<___> ush(s,U); R:=R U {s

while (U is not empty)
Property to check: G p; 5" :=top(U)

if Post(s') C R then
pop(U)

request=0 = /=
request=0 clse 7 /
busy let s € Post(s') \ R

request=1 PMS}J(S//’ U)
busy R:=R U {S//}
request=1 request=1 O endif
read; read;
[ 22, ] [ e ] endwhile
R U b
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{r} Q“’l’pl} set R, stack U, bool
_)[ = ] ,[ e ] for all initial states s
if s¢ R then
visit(s)
endif
return b
_)[ reg\ex;si;=0 I re%‘f:yFo ] procedure visit (states s)
U < U () push(s,U); R:=R U {s}
{} P2 while (U is not empty)
Property to check: G p; 5" :=top(U)
if Post(s') C R then
pop(U)
request=0
b
request=0 clse
let s € Post(s') \ R
e
busy R:=R U {5//}
% endwhile
R U b
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2 Q{pl,pz}

N request=1 request=1
ready busy

request=0 request=0
| ready busy
~—
I U U {m}

Property to check: G p;

request=0
busy

Tequest=0 Property not satisfied
busy

request=1
busy
request=1
'II!!!!II' O
R

set R, stack U, bool &
for all initial states s
if s¢ R then
visit(s)
endif

return b

procedure visit (states s)
push(s,U); R:=R U {s}
while (U is not empty)
s = top(U)
if Post(s') C R then
pop(U)
bi=bA(EP)
else
let s € Post(s') \ R
push(s”,U)
R:=RU {/}
endif

endwhile
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Module 4:
Safety properties



Atomic propositions AP = { p,,p, }

Py request=1 1, status=busy

i} 0{[’14’2}

Tequest=1 Tequest=1
ready busy

Tequest=0 Tequest=0
ready busy

{}U — Uy
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Atomic propositions AP = { p,,p, }

Py request=1 1, status=busy

i} O{Plvl’z}

Tequest=1 Tequest=1
ready busy

Tequest=0 Tequest=0
ready busy

{}U — Uy

AP-INF = set of infinite words over PowerSet(AP)

Property: Always: if p; istrue, then in the next step p, is true

{AyA,A,--- € AP-INF | if A; contains p,, then A; | contains p,}
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AP-INF = set of infinite words over PowerSet(AP)
Atomic propositions AP = { p,,p, }

Property: Always: if p; istrue, then in the next step p, is true
Py request=1 1, status=busy

{AyA,A,--- € AP-INF | if A; contains p,, then A; | contains p,}
i} 0 {92028
(e} p2 Mo M popd {pd P S Lpop2 ) -
Tequest=1 Tequest=1
"[ ready ]_’[ busy ] (2 p b n 2 U2 Y U2 -

OO0

Tequest=0 Tequest=0
ready busy

yU — Uy Property is written as G (p; — Xp, )
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AP-INF = set of infinite words over PowerSet(AP)
Atomic propositions AP = { p,,p, }

Property: Always: if p; istrue, then in the next step p, is true
Py request=1 1, status=busy

{AyA,A,--- € AP-INF | if A; contains p,, then A; | contains p,}

{ri} Q{Ptv.ﬂz}
{p ke HeHpopb o o M pop ) oo

request=1 request=1
"[ ready }—’[ busy ] (2 p b n 2 U2 Y U2 -

>

_)[ request=0 request=0 ]
ready busy
yU — Uy Property is written as G (p; — Xp, )

Above TS satisfies this property
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X operator

> G — XXpy):

» Always: if p, is true then in the next to next step p, is true

> F (py AX—p,):

» Somewhere: p, is true and in the next step it becomes false

> G (Xp,—py):

» Always: if p, is true then in the previous step p, is true

4/11



while a

a+l
b+2

<= 20 whileb <= 30

a+l b:=b+1
b+2 a:=at2

b+1
b <= 30

a+2

a <= 20



while a <= 20 whileb <= 30
a := atl b:=b+1
b+2 a:=at+2

o
i

b+1
a+2

a+l
b+2

b <= 30

a <= 20

o
nwon

Check: Whenever a > 10, in the next to next step b > 12



at+l
b+2

Atomic propositions AP = { p,,p, }

py:a >= 10 p,:b >= 12
.\ < 2 il bi= b+l
a:= at+2

b <= 30
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at+l
b+2

Atomic propositions AP = { p,,p, }

py:a >= 10 p,:b >= 12
.\ < 2 il bi= b+l
a:= at+2

Check: G (p; — XXp, )

NuSMV demo

b <= 30



Coming next: idea of safety properties
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Property 1: if p, is true, then p, should be true in the next step

ANNNNN { p Hp,o b “something bad”
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Property 1: if p, is true, then p, should be true in the next step

ANNNNN { p Hp,o b “something bad”

Property 2: if p, is true, then p, should be true in the next to next step

ANNNANN{p HeHopd “something bad”
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Property 1: if p, is true, then p, should be true in the next step

ANNNNN { p Hp,o b “something bad”

Property contains all words where something bad is absent

Property 2: if p, is true, then p, should be true in the next to next step

ANNNANN{p HeHopd “something bad”

8/11



Safety properties
AP-INF = set of infinite words over PowerSet(AP)

P: a property over AP
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Safety properties
AP-INF = set of infinite words over PowerSet(AP)

P: a property over AP

ANNNNNNNN py Hp,

ANNNNNNNA Py He - Hopo b Bad-Prefixes

P is a safety property if there exists a set Bad-Prefixes such that

P is the set of all words that do not start with a Bad-Prefix



Invariants are special cases of safety properties

Property: Always p, is true

AN P b “Bad-Prefixes”
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Module 5:

Liveness properties



)

Safety: Something bad never happens

/

O—0—0—@ X



Safety: Something bad never happens

NN N
O—O—0O—0O—@ X

Liveness: Something good happens infinitely often

)l e ) D —0)
(AN 2 O A



G p: Always p

() () () () () ()

AN A Y N\
F p: Sometime p

(e e D)) ) )

—/ / o/ —/ N —/




G p: Always p

() () () () () ()
YU U Y
F p: Sometime p
)l Dl D) D)
—/ / o/ —/ N —/
G F p: Infinitely often p
() () () () () ()
—/ / o/ / N o/



Recall...

Py ... Py philosophers

So --- 851 chop-sticks

Philosopher P, can eat
only if
he has access to chop-sticks

S(i—l) mod 4 and Si mod 4
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Recall...

Py ... Py philosophers

So .- S50 chop-sticks

P, Philosopher P, can eat
only if
he has access to chop-sticks

S(i—l) mod 4 and Si mod 4

What should the protocol be so that every philosopher can eat infinitely
often?



Philosopher i

req_right

sticks[i]:=i sticks[i-1]:=1

sticks[i-1]:=i sticks[i]:=i

—

return
sticks[i]=free
sticks[i-1]=free

NuSMYV code for the protocol
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[( think, think, think, think )]
]

[( have_left, have_left, have_left, have_left )J




[( think, think, think, think )]
]

[( have_left, have_left, have_left, have_left )J

What properties should be checked in order to reveal the deadlock?



[( think, think, think, think )]
]

[( have_left, have_left, have_left, have_left )J

What properties should be checked in order to reveal the deadlock?

GF (philO.location=eat) & GF (phill.location=eat) &
GF (phil2.location=eat) & GF (phil3.location=eat)



» If counterexample is due to only main process being

scheduled

» Not a fair scheduler



» If counterexample is due to only main process being

scheduled

» Not a fair scheduler

» Add a FAIRNESS running in the philosopher module



» If counterexample is due to only main process being

scheduled

» Not a fair scheduler

» Add a FAIRNESS running in the philosopher module

NuSMYV demo



Coming next: Another solution for the dining philosophers
problem






Sticks

ol2]2]0]
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Sticks
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Sticks

ENEHEAE
sichclc

This solution is deadlock-free
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Summary

Behaviour of a TS described as a set of its traces

A property is a set of infinite words over PowerSet(AP)
(Linear-time property)

TS satisfies property if its traces are contained in the property
Invariants, Safety, Liveness, Fairness

Important concepts: Atomic propositions, X operator, detecting deadlocks



