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Two possible solutions for more reliable devices:

I Model-based system/software design

I Closed-loop testing
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ABSTRACT
Implantable cardiac pacemakers restore normal heart rhythm by de-
livering external electrical pacing to the heart. The pacemaker soft-
ware is life-critical as the timing of the pulses determine its abil-
ity to control the heart rate. Recalls due to software issues have
been on the rise with the increasing complexity of pacing algo-
rithms. Open-loop testing remains the primary approach to eval-
uate the safety of pacemaker software. While this tests how the
pacemaker responds to stimulus, it cannot reveal pacemaker mal-
functions which drive the heart into an unsafe state over multiple
cycles. To evaluate the safety and efficacy of pacemaker software
we have developed a heart model to generate different heart condi-
tions and interact with real pacemakers. In this paper, we introduce
the closed-loop testing platform which consists of a programmable
hardware implementation of the heart that can interact with a com-
mercial pacemaker in closed-loop. The heart-on-a-chip implemen-
tation is automatically generated from the Virtual Heart Model in
Simulink which models different heart conditions. We describe
a case study of Endless Loop Tachycardia to demonstrate poten-
tial closed-loop pacemaker malfunctions which inappropriately in-
crease the heart rate. The test platform is part of our model-based
design framework for verification and testing of medical devices
with the patient–in-the-loop. 1

1.. INTRODUCTION
The Electrical Conduction System of the heart coordinates the con-
traction of heart muscles for efficient blood circulation within our
body. Derangements in the rhythm of generation and conduction
of electrical signals within the heart tissue result in abnormal heart
rhythm, which is referred to as an arrhythmia. Rhythm manage-
ment devices, such as the implantable cardiac pacemaker, are de-
signed to sense electrical activity of the heart, diagnose the current
heart condition, and deliver artificial pacing therapies to maintain
appropriate heart rhythm. The direct interaction between the pace-
maker and the heart makes the closed-loop system a perfect exam-
ple of a Cyber-Physical System and the safety of the device opera-
tion is life-critical.

During the past decade decade, over 600,000 cardiac devices were
recalled due to flaws which caused adverse health consequences
or death [1]. With increasing complexity of device software, re-
calls are due to software-related malfunctions [2] have been rising.
While the US Food and Drug Administration (FDA) require device

1This research work was supported in part by the NSF CPS-
0931239 and MRI-0923518 grants.

manufacturers to establish the safety and efficacy of their devices,
they do not explicitly specify the methods to verify the device soft-
ware design or analyze the code [3].

Platform testing remains the primary means to verify and validate
device software. Currently testing is done by feeding recorded
open-loop heart signals to the device and evaluating the device out-
put. However, the change in the state of the heart condition, in
response to device output, is not taken into account. Thus, device
malfunctions involving state changes due to multiple closed-loop
interactions will not be captured during testing.

The heart-on-a-chip platform Fig. 1 utilizes the model-based frame-
work for developing safe device software proposed in [4]. The
outline of the framework is shown in Fig. 2; at verification level,
the safety of the Boston Scientific pacemaker specification is first
evaluated by verifying the abstract model of the algorithms in the
UPPAAL model checker [5]. The verified model of the pacemaker
is then automatically translated into Stateflow/Simulink using the
UPP2SF tool [4]. At the simulation level, safety violations from
verification level, as well as other non-timing aspects of the pace-
maker are checked against more detailed heart model. Using the
Simulink Coder, the Stateflow model of the pacemaker is translated
into C code. At testing level, hardware-related aspects (Scheduling
delays, electrical interference, etc.) of the pacemaker can be evalu-
ated. This end-to-end tool chain guarantees the verified properties
are preserved during model translation and code generation which
can save significant debugging time.

Heart  on  FPGA

Boston  Scientific

Pacemaker

Analog  Interface

Figure 1: The heart-on-a-chip testing platform consists of a heart im-
plementation on an programmable chip (FPGA) and an analog inter-
face for signal isolation and attenuation to interface with a pacemaker.
In this figure, the platform is testing a Boston Scientific pacemaker.

Heart on

chip
PacemakerTestbench

Conformance
testing
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Coming next: Modeling and verification of heart and
pacemaker
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Heart as a timed automaton
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of non-responsiveness for the cell to further stimulus, and
the relative refractory period (RRP), i.e., the period of time
when an altered secondary excitation stimulus is possible,
can be naturally expressed.

Contribution. The contribution of the paper is as follows.
We propose a physiologically-relevant heart model built as
a network of communicating input-output hybrid automata
which features stochasticity. The model enables the mod-
elling of both diseased and normal rhythms, and can be
adapted to exhibit random delays in the timing of events
that are patient-specific. We implement the heart model in
Simulink and validate it against the pacemaker models of
[5], demonstrating basic safety properties of the pacemaker
by means of probabilistic approximate model checking, with
encouraging results.

Related work. [6] formulate a timed automata model for
a cardiac pacemaker and verify it using UPPAAL against
a simple random heart model. Tuan et al [12] develop a
real-time formal model for a pacemaker and verify it with
the PAT model checker. Networks of timed automata are
employed to devise the Virtual Heart Model [4, 5] and hy-
brid automata are used in the model of [17], both analysed
through simulation. Macedo et al [13] develop and analyse a
concurrent and distributed real-time model for pacemakers
through a pragmatic incremental approach using VDM and
a scenario-based approach. Gomes et al [3] present a formal
specification of the pacemaker using the Z notation and em-
ploy theorem proving, whereas Mert et al [15] use Event-B
and the ProB tool, to validate their models in di↵erent sit-
uations. None of the above approaches considers stochastic
behaviours and properties. Risk analysis of glucose infusion
pumps is performed with physiological models using statis-
tical model checking in [16], but there is no stochasticity in
the models.

Organisation. The rest of the paper is organised as follows.
Sect. 2 presents the necessary background on the function of
human heart, its modelling and a pacemaker model. Sect. 3
introduces the electrical conduction system of the heart.
There, it is discussed how single cells are implemented, how
the SA node di↵ers from other cells and how the conduction
system works. Sect. 4 gives an overview of the pacemaker
model and some of its characteristic features. Sect. 5 de-
scribes the composition of the heart and the pacemaker and
how probabilistic approximate verification on such a model
is performed. Sect. 6 presents experimental results for basic
safety properties for pacemakers. Finally, Sect. 7 includes
conclusion and possible future directions.

2. PRELIMINARIES
In this section we describe the working of the heart, in-

cluding its electrical system. The main function of the hu-
man heart is to maintain blood circulation of the body. This
rhythmic, pump-like function is driven by muscle contrac-
tions, in particular, the contraction of the atria and ventri-
cles which are triggered by electrical signals.

The sinoatrial (SA) node (a special tissue in the heart, see
Fig. 1) spontaneously produces an electrical signal, which is
the primary pacemaker of the heart. On each heart beat,
it generates the control electrical signal which is conducted
through prescribed internodal pathways into the atrium caus-
ing its contraction. The signal then passes through the slow

Figure 1: Electrical conduction system of the heart.

conducting atrioventricular (AV) node, allowing the blood
to empty out the atria and fill the ventricles. The fast con-
ducting Purkinje system spreads the electricity through the
ventricles, causing all tissues in both ventricles to contract
simultaneously and to force blood out of the heart. This
electrical system is called the natural pacemaker (in con-
trast to the artificial pacemaker) of the heart. At the cel-
lular level, the electrical signal is a change in the potential
across the cell membrane, which is caused by the flow of ions
between the inside and outside of the cell.

Abnormalities in the electrical signal generation and prop-
agation can cause di↵erent types of arrhythmias, such as
Tachycardia (fast heart beat) and Bradycardia (slow heart
beat), which require medical intervention in the form of med-
ication, surgery or implantable pacemakers.

Action Potential. At the cellular level, the heart tissue is
activated by an external voltage applied to the cell. After
the activation, a transmembrane voltage change over time
can be sensed due to ion channel activities, which is referred
to as an action potential (AP). The AP is fired as an all-or-
nothing response to a supra-threshold electrical signal, and
each AP follows roughly the same sequence of events and
has the same magnitude regardless of the applied stimulus.
This is also the signal that an implantable pacemaker will
receive or generate (see Sect. 2 of [1] for more detail).

3. ELECTRICAL CONDUCTION SYSTEM
In this section, we propose a model for the electrical con-

duction system of the heart which is tailored for the verifi-
cation of pacemakers.

3.1 The Cardiac Cell
In this paper, we adapt the so called Luo-Rudy Guinea Pig

Ventricular Cell model (LRd), which is presented in [17] as
a hybrid automaton and is depicted in Fig. 2. In a nutshell,
there are four (discrete) locations and each of them is associ-
ated with an AP phase: resting and final repolarisation (q0),
stimulated (q1), upstroke (q2), and plateau and early repo-
larisation (q3). The variables introduced in the model are:
the membrane voltage v, which controls switches among lo-
cations; a memory variable vn which is used to modify next
ERP phases upon new rounds of excitation; and the excita-
tion current ist.

Abstract electrical conduction system of heart into nodes and paths

Picture credits: A Simulink hybrid heart model for quantitative verification of cardiac
pacemakers

Chen et. al. HSCC’13
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Fig. 4. (a) Electrical voltage change on the surface of the heart tissue and its adjacent tissue region (dotted) upon activation.
The whole process is divided into timing periods with di↵erent behaviors. (b) The original tissue model which captures the
timing behaviors of the heart tissue. (c) The conduction property is separated to the path automaton and the heart can
be modeled as conduction network. (d) Equivalent locations are merged. (e) The blocking property of the ERP location is
replaced by a non-deterministic transition in the path automaton. (f) The correlation between the two nodes is replaced by
allowing the node automaton to have more behaviors.
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Fig. 4. (a) Electrical voltage change on the surface of the heart tissue and its adjacent tissue region (dotted) upon activation.
The whole process is divided into timing periods with di↵erent behaviors. (b) The original tissue model which captures the
timing behaviors of the heart tissue. (c) The conduction property is separated to the path automaton and the heart can
be modeled as conduction network. (d) Equivalent locations are merged. (e) The blocking property of the ERP location is
replaced by a non-deterministic transition in the path automaton. (f) The correlation between the two nodes is replaced by
allowing the node automaton to have more behaviors.
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Fig. 4. (a) Electrical voltage change on the surface of the heart tissue and its adjacent tissue region (dotted) upon activation.
The whole process is divided into timing periods with di↵erent behaviors. (b) The original tissue model which captures the
timing behaviors of the heart tissue. (c) The conduction property is separated to the path automaton and the heart can
be modeled as conduction network. (d) Equivalent locations are merged. (e) The blocking property of the ERP location is
replaced by a non-deterministic transition in the path automaton. (f) The correlation between the two nodes is replaced by
allowing the node automaton to have more behaviors.

Node Path

Parameters Trest_max, Trrp_min, etc. chosen acc. to node placement and patient history
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Heart automaton H: N1 || P1 || N2 || P2|| . . . || Nk

Ni Node automaton

Pi Path automaton

k Number of nodes to which heart is abstracted

|| Parallel composition (asynchronous product construction)
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Heart-pacemaker interaction

10 Zhihao Jiang et al.: Pacemaker Verification

Heart Pacemaker 

Aget ! 

Vget ! 

VP ! 

AP ! 

1 2
3

Fig. 6. (a) The heart model generates heart events (Aget,Vget) and responds to pacemaker events (AP,VP). (b) Basic 5 timing cycles
of DDD pacemaker which maintain minimal heart rate, minimal A-V delay and filter noises

to mimic the behavior of di↵erent heart conditions. For
example, the non-deterministic ERP range [Tmin, Tmax]
is interpolated as a linear function:

Tmin + (1 � (1 � t/Trrp)3) · (Tmax � Tmin) (1)

where t is the time since the node enters the RRP loca-
tion.

3.4 Abstraction 2: Merging Equivalent Locations

The heart model H 0
1 still has equivalent locations. In

Abstraction 2 we further abstract the node and path
automata. With non-determinism, the node automaton
react to Act node! event the same way in RRP and Rest
state. In the new node automaton N2 we merge the RRP
state with the Rest state with:

N2.T rest min = N1.T rest min + N1.T rrp min

N2.T rest max = N1.T rest max + N1.T rrp max

Since during ERP state, the node automata won’t re-
act to any Act node! event, for a N1

1 kP1kN2
1 setting, the

symbolic state ERkDOkER is equivalent to ERkIDkER.
Under the assumption that the ERP period of a node
automaton is much longer than the conduction delay of
a path automaton, it is guaranteed that both node au-
tomata will be in ERP location when the path exits the
Double location. In the path automaton, the Double and
Conflict location is merged with the Idle state. The loca-
tion abstraction and mapping is in Fig. 5 (b). The heart
can be modeled as H2 = N1

2 kP 1
2 kN2

2 kP 2
2 kN3

2 .

3.5 Abstraction 3: Replacing Blocking with
Non-deterministic Conduction

In Abstraction 3, we replace the blocking behavior of the
ERP location of the node with non-deterministic conduc-
tion in the path automaton. There exists a transition

REkIDkRE
Act node 1?��������!
Act path 1!

Act path 1?�������! REkIDkRE

in N1
3 kP 1

3 kN2
3 to replace transition

ERkIDkER
Act node 1?��������! ERkIDkER

in N1
2 kP 1

2 kN2
2

Without the ERP constraint the AV node is no longer
needed and the heart can be modeled as H3 = N1

3 kP3kN2
3 .

The location abstraction and mapping is in Fig. 5 (c).
The detailed proof for this timed simulation relation is
in the appendix.

3.6 Abstraction 4: Random Heart Model (RHM)

In Abstraction 4, we further simplify the heart model
by removing the conduction path between two nodes.
By setting Trest min for both nodes to 0 the new heart
model H4 = N1

3 kN2
3 covers all possible behavior of H3.

The location abstraction and mapping is in Fig. 5 (d).
This random heart model with two nodes is the most
abstract model that will be used at the beginning of the
closed-loop verification process in Section 5.

Eventually we have a series of heart models with:
N1

0 kN2
0 · · · Nn

0

�t N1
1 kP 1

1 kN2
1 · · · Pm

1 kNn
1

�t N1
1 kP 1

1 kN2
1 kP 2

1 kN3
1

�t N1
2 kP 1

2 kN2
2 kP 2

2 kN2
2

�t N1
3 kP3kN2

3

�t N1
4 kN2

4

4 Pacemaker Modeling

In this section, we discuss our timed-automata model of
the pacemaker. The overview of the closed-loop system is
showed in Fig. 6(a). The interactions between the heart
and the pacemaker are modeled by using binary event
channels. The activation of N1 of the heart is the input
to the atrial lead
N1.Act path! !Aget!

N1. Act_Path!→ Aget!

N2. Act_Path!→ Vget

N1 node at atrial lead

N2 node at ventricular lead

16/26



Pacemaker timing cycles
10 Zhihao Jiang et al.: Pacemaker Verification

1 2
3

Fig. 6. (a) The heart model generates heart events (Aget,Vget) and responds to pacemaker events (AP,VP). (b) Basic 5 timing cycles
of DDD pacemaker which maintain minimal heart rate, minimal A-V delay and filter noises

to mimic the behavior of di↵erent heart conditions. For
example, the non-deterministic ERP range [Tmin, Tmax]
is interpolated as a linear function:

Tmin + (1 � (1 � t/Trrp)3) · (Tmax � Tmin) (1)

where t is the time since the node enters the RRP loca-
tion.

3.4 Abstraction 2: Merging Equivalent Locations

The heart model H 0
1 still has equivalent locations. In

Abstraction 2 we further abstract the node and path
automata. With non-determinism, the node automaton
react to Act node! event the same way in RRP and Rest
state. In the new node automaton N2 we merge the RRP
state with the Rest state with:

N2.T rest min = N1.T rest min + N1.T rrp min

N2.T rest max = N1.T rest max + N1.T rrp max

Since during ERP state, the node automata won’t re-
act to any Act node! event, for a N1

1 kP1kN2
1 setting, the

symbolic state ERkDOkER is equivalent to ERkIDkER.
Under the assumption that the ERP period of a node
automaton is much longer than the conduction delay of
a path automaton, it is guaranteed that both node au-
tomata will be in ERP location when the path exits the
Double location. In the path automaton, the Double and
Conflict location is merged with the Idle state. The loca-
tion abstraction and mapping is in Fig. 5 (b). The heart
can be modeled as H2 = N1

2 kP 1
2 kN2

2 kP 2
2 kN3

2 .

3.5 Abstraction 3: Replacing Blocking with
Non-deterministic Conduction

In Abstraction 3, we replace the blocking behavior of the
ERP location of the node with non-deterministic conduc-
tion in the path automaton. There exists a transition
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Act node 1?��������!
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3 to replace transition
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2 kN2
2

Without the ERP constraint the AV node is no longer
needed and the heart can be modeled as H3 = N1

3 kP3kN2
3 .

The location abstraction and mapping is in Fig. 5 (c).
The detailed proof for this timed simulation relation is
in the appendix.

3.6 Abstraction 4: Random Heart Model (RHM)

In Abstraction 4, we further simplify the heart model
by removing the conduction path between two nodes.
By setting Trest min for both nodes to 0 the new heart
model H4 = N1

3 kN2
3 covers all possible behavior of H3.

The location abstraction and mapping is in Fig. 5 (d).
This random heart model with two nodes is the most
abstract model that will be used at the beginning of the
closed-loop verification process in Section 5.

Eventually we have a series of heart models with:
N1

0 kN2
0 · · · Nn

0

�t N1
1 kP 1

1 kN2
1 · · · Pm

1 kNn
1

�t N1
1 kP 1

1 kN2
1 kP 2

1 kN3
1

�t N1
2 kP 1

2 kN2
2 kP 2

2 kN2
2

�t N1
3 kP3kN2

3

�t N1
4 kN2

4

4 Pacemaker Modeling

In this section, we discuss our timed-automata model of
the pacemaker. The overview of the closed-loop system is
showed in Fig. 6(a). The interactions between the heart
and the pacemaker are modeled by using binary event
channels. The activation of N1 of the heart is the input
to the atrial lead
N1.Act path! !Aget!
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PVARP 

Aget? 
VS? 
VP? 

AS! 

AR! 

LRI 

AS? 
VS? 
VP? 

AP! 
AVI 

AS? 

VS? 
VP? 

VP! VS? 
URI VP? 

VRP 
Vget? 

VS! 
VP? 

(a) LRI component (b) AVI component (c) URI component 

(d) PVARP component (e) VRP component 

Fig. 7. (a)LRI component delivers AP! event if the V-A delay exceeds TLRI-TAVI; (b)AVI component delivers VP! if the A-V
delay exceeds TAVI while the V-V delay is longer than TURI; (c)URI component keeps track of the V-V delay; (d)PVARP
component filters certain Aget! from the heart and generates AS!; (e)VRP component filters certain Vget! from the heart and
generates VS!

and for ventricular lead
N2.Act path! !Vget!

The pacemaker accordingly generates atrial or ven-
tricular pacing actions
AP!! N1.Act node!
VP!! N2.Act node!
to the corresponding nodes in the heart. We now present
our pacemaker model within the closed-loop heart-pacemaker
system.

4.1 Basic DDD pacemaker modeling

The DDD pacemaker has 5 basic timing cycles triggered
by events, as shown in Fig. 6(b). We decomposed our
pacemaker model into 5 components which correspond
to the 5 counters. P = LRIkAV IkURIkPV ARPkV RP .
These components synchronize with each other using
broadcast channels and shared variables (as shown in
Fig. 7).

4.1.1 Lower Rate Interval (LRI)

The Lower Rate Interval (LRI) component is shown in
Fig. 7(a). This component defines the longest interval
allowed between two ventricular events, thus keeps the
heart rate above a minimum value. In DDD mode, the
LRI interval is divided into a V-A interval (TLRI-TAVI)
and a A-V interval (TAVI). The LRI component main-
tains a maximum V-A delay while the AVI component
maintains a maximum A-V delay so together they main-
tain the maximum V-V delay. In the LRI component,
the clock is reset when a ventricular event (VS, VP) is
received. If no atrial event has been sensed (AS), the
component will deliver atrial pacing (AP) after TLRI-
TAVI. The UPPAAL design of LRI component is shown
in Fig. 7(a).

4.1.2 Atrio-Ventricular Interval (AVI) and Upper Rate
Interval (URI)

The function of the AVI component is to maintain the
appropriate delay between the atrial activation and the
ventricular activation. It defines the longest interval be-

Pacemaker automaton P: LRI || AVI || URI || PVARP || VRP
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Heart-pacemaker automaton: H || P
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An algorithm for Endless Loop
Tachycardia
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Endless Loop Tachycardia (ELT)

Slides of Zhihao Jiang
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I ELT-detection: If VP-AS pattern within 500ms for at least 8 times

I ELT-termination: Increase PVARP to 500ms once

14 Zhihao Jiang et al.: Pacemaker Verification

PELT_det Pv_v 
Fig. 10. (a) Any pattern other than VP-AS will result in error state (b) If the ventricular rate is slower than the Upper Rate
Limit will go to error state

2 

1 

3 

Fig. 11. (1) The component PVAS sends VP AS! event when a VP-AS pattern with delay between [150,200] is detected; (2)
Component ELTct. After 8 VP-AS pattern, the algorithm increase TPVARP to 500ms. (3) Modified PVARP’ component.
TPVARP can only be set to 500 for one timing cycle.

and
REkIDkRE

AV I.t�TAV I^URI.t�TURI�������������������!
V P !!Act node 2!

REkRTkRE
P.t�P.Tcond min��������������������!

Act node 1!!Act path 1!!AS!

REkIDkRE
AV I.t�TAV I^URI.t�TURI�������������������!

V P !!Act node 2!

REkRTkRE
P.t�P.Tcond min��������������������!

Act node 1!!Act path 1!!AS!

REkIDkRE

Both traces correspond to actual clinical scenarios.
However, the second trace corresponds to the ELT be-
havior which inappropriately increased the heart rate.
By setting N1.T rest min � TURI in H3 we can model
the healthy heart and the first scenario will be elimi-
nated. However, in H4 the Trest min is set to 0 so the
two cases cannot be distinguished. So we use the refined
heart model H3 with N1.T rest min � TURI. With the
new heart model we have:
H3kPkPELT detkPvv |= 'ELT

The evidence trace, which is exactly the second trace
above, shows exactly the ELT scenario.

6.3 ELT termination algorithm

The ELT will persists without intervention and the pa-
tient’s heart is forced to beat at a fast rate approaching
the Upper Rate Limit. Thus, device manufacturers re-
quire a way to identify ELT and terminate it despite
of the limited information the pacemaker can get. The
ELT detection algorithm by Boston Scientific [23] uti-
lizes these three features:

– Ventricular rate at Upper Rate Limit
– VP-AS pattern
– Fixed V-A conduction delay

The pacemaker first monitors VP-AS pattern with ven-
tricular rate at upper rate limit. Then it compares the
VP-AS interval with previous intervals. ELT is confirmed
if the di↵erence between the current VP-AS interval and
the first VP-AS interval are within ±32ms for 8 consec-
utive times. Then the pacemaker increases the PVARP
period to 500ms once so that the next AS will be blocked
and will not trigger a VP. ELT will then be terminated.
As the V-A conduction delays are patient-specific, the
algorithm compares the VP-AS interval to a previously
sensed value instead of an absolute value. Since we can

1 VPAS 2 ELTct 3 PVARP’

Pacemaker P1: LRI || AVI || URI || PVARP′ || VRP || ELTct || VPAS
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Is the modified pacemaker safe?

Question 1: Are 2 ventricular events within time?
12 Zhihao Jiang et al.: Pacemaker Verification

secVwait_2ndwait_1st

t=0

VP?

Vget?

VP?

t=0

Vget?

t=0

(a) Monitor PLRI test

secVwait_vpwait_v

Vget? t=0

t=0

VP?

Vget?
t=0

VP?

t=0

(b) Monitor PURI test

Fig. 8. (a) Monitor for LRL: Interval between two ventricular events should be less than TLRI, (b) Monitor for URL: Interval between
a ventricular event and a VP should be longer than TURI

tween an atrial event and a ventricular event. If no ven-
tricular event has been sensed (VS) within TAVI after
an atrial event (AS, AP), the component will deliver ven-
tricular pacing (VP). In order to prevent the pacemaker
from pacing the ventricle too fast, a URI component uses
a global clock clk to track the time after a ventricular
event (VS, VP). The URI limits the ventricular pacing
rate by enforcing a lower bound on the times between
consecutive ventricle events. If the global clock value is
less than TURI when the AVI component is about to
deliver VP, AVI will hold VP and deliver it after the
global clock reaches TURI. The UPPAAL design of AVI
and URI component is shown in Fig. 7(b) and (c).

4.1.3 Post Ventricular Atrial Refractory Period
(PVARP) and Post Ventricular Atrial Blanking
(PVAB)

Ventricular events, especially Ventricular Pace (VP) are
sometimes so strong that the atrial lead can sense the ac-
tivation as well. This signal may be falsely recognized as
an atrial event and disrupt normal pacemaker function.
This scenario is called crosstalk and was discussed in our
previous work [21]. In order to prevent this undesired
behavior, there is a blanking period (PVAB) followed
by a refractory period (PVARP) for the atrial events
after each ventricular event (VS, VP). Atrial events dur-
ing PVAB are ignored and atrial events during PVARP
trigger AR! event which can be used in some advanced
diagnostic algorithms. The UPPAAL design of PVARP
component is shown in Fig. 7(d).

4.1.4 Ventricular Refractory Period (VRP)

Correspondingly, the VRP follows each ventricular event
(VP, VS) to filter noise and early events in the ventricu-
lar channel which could otherwise cause undesired pace-
maker behavior. Fig. 7(e) shows the UPPAAL design of
VRP component.

4.1.5 Parameter Selection

In order to cope with the large variety of patient condi-
tions, the timing parameters of the pacemaker can be
programmed to discrete values. In our previous work
[12], we picked a set of default values for the parameters
and verified safety properties on it. In order to evaluate

the safety of the pacemaker software, it is important to
check all possible parameter combinations. Since there
are only a finite number (i.e. 8000) of di↵erent parame-
ter combinations [13], in this paper we enumerate all of
them and check all properties on each combination.

5 Reachability of Unsafe Regions

In this section, we define unsafe regions regarding brady-
cardia and tachycardia and specify two fundamental safety
properties. These two fundamental safety properties are
strict so that they must be satisfied by any pacemaker
under all heart conditions.

5.1 Lower Rate Limit

The most essential function for the pacemaker is to treat
bradycardia by maintaining the ventricular rate above a
certain threshold. We define the region where the ven-
tricular rate is slow, as unsafe. The monitor PLRI test is
designed to measure interval between ventricular events
and is shown in Fig. 8(a). For property
'LRI =A[] (PLRI test.secV imply PLRI test.tTLRI)
we have H4kPkPLRI test |= 'LRI .

5.2 Upper Rate Limit

The pacemaker is not designed to treat tachycardia so it
can only pace the heart to increase its rate and cannot
slow it down. However, it is still important to guarantee
it does not pace the ventricles beyond a maximum rate
to ensure safe operations. To this e↵ect, an Upper Rate
Interval (URI) is specified such that the pacemaker can
increase the ventricular rate up to this limit.

We require that a ventricle pace (VP) can only occur
at least TURI after a ventricle event (VS, VP). The
monitor PURI test is shown in Fig. 8(b). For the property
'URI =A[] (PURI test.secV imply PURI test.t�TURI)
we have H4kPkPURI test |= 'URI .

Since 'LRI and 'URI belong to ATCTL*, the verified
properties are preserved in the real heart.

In the following two sections, we discuss two closed-
loop unsafe executions where the pacemaker inappropri-
ately increases the heart rate. Such executions are re-
ferred to as Pacemaker Mediated Tachycardia (PMT).

Check in UPPAAL if in H || P1 || PLRItest, all paths satisfy

PLRItest.t ≤ TLRI
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Is the modified pacemaker safe?

Question 2: Are 2 ventricular events very fast?
12 Zhihao Jiang et al.: Pacemaker Verification

secVwait_2ndwait_1st

t=0

VP?

Vget?

VP?

t=0

Vget?

t=0

(a) Monitor PLRI test

secVwait_vpwait_v

Vget? t=0

t=0

VP?

Vget?
t=0

VP?

t=0

(b) Monitor PURI test

Fig. 8. (a) Monitor for LRL: Interval between two ventricular events should be less than TLRI, (b) Monitor for URL: Interval between
a ventricular event and a VP should be longer than TURI

tween an atrial event and a ventricular event. If no ven-
tricular event has been sensed (VS) within TAVI after
an atrial event (AS, AP), the component will deliver ven-
tricular pacing (VP). In order to prevent the pacemaker
from pacing the ventricle too fast, a URI component uses
a global clock clk to track the time after a ventricular
event (VS, VP). The URI limits the ventricular pacing
rate by enforcing a lower bound on the times between
consecutive ventricle events. If the global clock value is
less than TURI when the AVI component is about to
deliver VP, AVI will hold VP and deliver it after the
global clock reaches TURI. The UPPAAL design of AVI
and URI component is shown in Fig. 7(b) and (c).

4.1.3 Post Ventricular Atrial Refractory Period
(PVARP) and Post Ventricular Atrial Blanking
(PVAB)

Ventricular events, especially Ventricular Pace (VP) are
sometimes so strong that the atrial lead can sense the ac-
tivation as well. This signal may be falsely recognized as
an atrial event and disrupt normal pacemaker function.
This scenario is called crosstalk and was discussed in our
previous work [21]. In order to prevent this undesired
behavior, there is a blanking period (PVAB) followed
by a refractory period (PVARP) for the atrial events
after each ventricular event (VS, VP). Atrial events dur-
ing PVAB are ignored and atrial events during PVARP
trigger AR! event which can be used in some advanced
diagnostic algorithms. The UPPAAL design of PVARP
component is shown in Fig. 7(d).

4.1.4 Ventricular Refractory Period (VRP)

Correspondingly, the VRP follows each ventricular event
(VP, VS) to filter noise and early events in the ventricu-
lar channel which could otherwise cause undesired pace-
maker behavior. Fig. 7(e) shows the UPPAAL design of
VRP component.

4.1.5 Parameter Selection

In order to cope with the large variety of patient condi-
tions, the timing parameters of the pacemaker can be
programmed to discrete values. In our previous work
[12], we picked a set of default values for the parameters
and verified safety properties on it. In order to evaluate

the safety of the pacemaker software, it is important to
check all possible parameter combinations. Since there
are only a finite number (i.e. 8000) of di↵erent parame-
ter combinations [13], in this paper we enumerate all of
them and check all properties on each combination.

5 Reachability of Unsafe Regions

In this section, we define unsafe regions regarding brady-
cardia and tachycardia and specify two fundamental safety
properties. These two fundamental safety properties are
strict so that they must be satisfied by any pacemaker
under all heart conditions.

5.1 Lower Rate Limit

The most essential function for the pacemaker is to treat
bradycardia by maintaining the ventricular rate above a
certain threshold. We define the region where the ven-
tricular rate is slow, as unsafe. The monitor PLRI test is
designed to measure interval between ventricular events
and is shown in Fig. 8(a). For property
'LRI =A[] (PLRI test.secV imply PLRI test.tTLRI)
we have H4kPkPLRI test |= 'LRI .

5.2 Upper Rate Limit

The pacemaker is not designed to treat tachycardia so it
can only pace the heart to increase its rate and cannot
slow it down. However, it is still important to guarantee
it does not pace the ventricles beyond a maximum rate
to ensure safe operations. To this e↵ect, an Upper Rate
Interval (URI) is specified such that the pacemaker can
increase the ventricular rate up to this limit.

We require that a ventricle pace (VP) can only occur
at least TURI after a ventricle event (VS, VP). The
monitor PURI test is shown in Fig. 8(b). For the property
'URI =A[] (PURI test.secV imply PURI test.t�TURI)
we have H4kPkPURI test |= 'URI .

Since 'LRI and 'URI belong to ATCTL*, the verified
properties are preserved in the real heart.

In the following two sections, we discuss two closed-
loop unsafe executions where the pacemaker inappropri-
ately increases the heart rate. Such executions are re-
ferred to as Pacemaker Mediated Tachycardia (PMT).

Check in UPPAAL if in H || P1 || PURItest, all paths satisfy

PURItest.t ≥ TURI
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Each time new algorithm is added, model it and check if basic safety
properties are satisfied
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Take-home

I Model-based system/software design

I Closed-loop testing
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